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O] AMEXA} OjF Y2 Amazon Web Services S Google Cloud Platform O A Endpoint Protector

ME| ALE Al WHE 71O0|EE M Sdte 5422 BSASH L

F8: 0| EM= AWS = GCP A8E TEE XtMeh 7I0|EE MEoHA| HsLth Ad2 o|o|
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« Amazon Web Services - Endpoint Protector AMI & Amazon EC2 QIAEAZ XS EL|CH

+ Google Clout Platform - Endpoint Protector O|O|X| = * tar.gz S 2 K|S & L|Ct.

« Azure - Endpoint Protector O|0|X| & O{2{£2| AH0| 2= & AYL|CH

11 Endpoint Protector AR& 0| 2t &l ApA| o H 2= Endpoint Protector AtEAL Ol 7H S

HZ=5IAI7] BHELICE
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2 /Amazon'Web Services

2.1. Endpoint Protector AMI 7} X 27|

Endpoint Protector = YEECZ AWS OFl E0|A0M #E = YUELICE AMI (Amazon
Machine Image)E 27| I8 A= Endpoint Protector B XHO| Al 21 S 2tStAHLE AWS Account no.,

Region and availability zone 22 EEE & AO|E0| X S3lOF 2FL{Ct.

Endpoint Protector AMI (Amazon Machine Image)7t &R EHEXOAH S A 2 A L|Ct

A. Cloud Service

Request a server

® Amazon Web Services (AWS)
O Google Cloud Platform (GCP)

CIOUd O Microsoft Azure
Services

First Name*

Last Name*

Work Email*

Endpoint Protector can be deployed using various cloud service
providers such as Amazon Web Services (AWS), Microsoft Azure or
Google Cloud Platform (GCP)

Work Phone Number*

AWS Account Number

Note: Having a cloud account (e.g.: AWS, GCP) and understanding how these

ird- y vices work is the responsibility of each company’s =
third-party services k esponsibility of each company Region and availability zone -
Administrator.

For more details, please read the Cloud Service User Manua Request Server
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2.2. EC2 O|O|X| # A

Endpoint Protector O|0|X|7} O|0] S/ E|QJACHH O] IE2 ZE EC2 HA I H| gL

EC2 O|0|X| Y3t otef THAE U= Al7] BEE L Ct:

1. Services: EC2 0|5 £ region 2 MEHSIL|CE

2. Images: AMIs 0|5 £ Z2}0|8l O|0[X| F¥= MEHSID Endpoint Protector & AXgL|C};

© nenecreomens  , Amazon Machine Images (AMIs) (1/1) v G | [ mecycenin | [ B2 ca image metder | [ Actions v | [EEYENTYTE
Prveteimogm ¥ | | Q0 \

Endront Protector X

AMI name v Visibay statn Crestion date Platterm oot device type Moc deviers

o Endpomt Protector 5.5.0.0 Vrtual Agaliance  Private © Aalabe @ @ 2022/03/21 1122 6MT2 Unuspmx s A e aa e e n

AMLID: ami-058998¢5dcal90365

e Usin /U

3. REZ 22| S Launch Instance & MEISL|C}:

© Newtcroomens  , Amazon Machine Images (AMI) (1/1) C | [ teciesim | [ 6z mmage suider | | Actioms v | [T
e mages v Q0 ' @
inevom promctor X G esers
L A mame v vy v sum Craeten eate © Pt v Nt devicn type Bk devices [rET——
Tags i [ P S —— vane © mmne@ @ 2022071 1122 GMT2 Lma/urex - NS W . e L] |
= e

AMI ID: ami-058998¢5dcaf90365

Umamx e

) o - - -
O won var 12245 GMT+0200 (henh Afrcs Searadand Times
- - - [ F—, A -

Ok

4. HMo| w2t Name 2 Y281 Create tags $fL|CH

i)

5. Instance Type = MEiEtL|C}
1 | H3}E Instance Type A1EH0| 30| HRSIA|H HEXt0|A G2t FA[7] HHEfL|CH

6. AME 753t key pair MEiSI7LE new key pair & PHELICE
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2HOf key pair AHES UHIUCIE X|JE 2F2= X @G SFoioF LX|= REL|CL O] B2 8

o| A E

_—

AQH AHESH=X| 2QISHA| 7| HEZLICE Proceed without a Key Pair &M1& ME{StT Launch

—

= OI¢|_| [:I..

AN H

=3 A
E__II.I_OET

aws

822 services | Q

@ Resource Groups & Tag Editor @1 IAM

® You've been opted into the new launch experience. Find out more about this experience or send us feedback. You can still return to the previous version by opting-out.

EC2 Instances Launch an Instance v summary
LaunCh an InStance tafe Number of instances info
Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by 7

following the simple steps below.

Software Image (AMI)

Name and tags info [Copled ami-0db37fefb83e6af66 ...read more
ami-058998¢5dcaf90365

Name Virtual server type (Instance type)

My_Epp_Appliance Add additional tags t2.medium

Firewall (security group)
New security group
v Application and OS Images (Amazon Machine Image) inf storage (volumes)

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to
launch your instance. Search or Browse for AMIs if you don't see what you are looking for below 1 volume(s) - 100 GIB

@ Froe tier: In your first year includes 750 X
Q hours of t2.micro (or t3,micro in the
Regions in which t2.micro is unavailable)
instance usage on free tier AMIs per
month, 30 GiB of EBS storage, 2 million
105, 1 GB of snapshots, and 100 GB of

AMI from catalog Recents My AMIs Quick Start
bandwidth to the internet

Amazon Machine Image (AMI) Q
Endpoint Protector 5.5.0.0 Virtual Appliance Browse more AMIs cancal m
am|-058998¢5dcaf90365

Including AMIs from

AWS, Marketplace and

the Community
Published Architecture Virtualization Root device ENA Enabled
type

2022-03- X86_64 hvm Yo Yes
21709:22:45.0 ebs
00z

v Instance type info

Instance type

t2.medium Compare Instance types

Family: 2 2vCPU 4 GIB Memory v
On-Demand Linux pricing: 0.0464 USD per Hour
On-Demand Windows pricing: 0.0644 USD per Hour

v Key pair (login) it
You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch

the instance.

Key pair name - required

Proceed without a key pair (Not recommended) Default value ¥ C (Create new key pair

7
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7. Network AlM &2 FL4BtL|C}:

v Network settings

Network
Subnet

W e we w - . SEnD SM vy E—

Auto-assign public IP
Enable

Security groups (Firewall) info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your

instance.

We'll create a new security group called 'launch-wizard-7' with the following rules:

Allow SSH traffic from

. Anywhere
Helps you connect to your instance

| 0.0.0.0/0

| Allow HTTPs traffic from the internet
To set up an endpoint, for example when creating a web server

|| Allow HTTP traffic from the internet
To set up an endpoint, for example when creating a web server

/\ Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X

security group rules to allow access from known IP addresses only.

8. HESZ MMHZ HYStD ot WEE MSELCh
« VPC 2} Subnet 4 EH
« Auto-assign public IP AHE
- Create security group &85t = name 1 description XS
« 7|E QIHI2E 3% Remove (AHA)
« Add two new Inbound security group rules (5 7tX| |22

=7h):

ClHf2E 2 of

H
ig]f
=0
s

> HTTPS G, TCP =2 EE, 443 L E HQ| Custom &4 S, 44 0.0.0.0/0

(")
> HTTP 8§, TCP Z2EZ, 80 ZE HQ|, Custom &2

(d

—

12

)
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v Network settings

VPC - required info

e o bt (default) o C
Subnet Info
’ - g —— v \ C (Create new subnet

Auto-assign public IP info

2]

’ Enable

%]

Firewall (security groups) info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your

instance,

© Create security group () Select existing security group ’

Security group name - required

’ My EPP Appliance

|

This security group will be added to all network interfaces. The name can't be edited after the security group is created. Max length is

255 characters. Valid characters: a-z, A-Z, 0-9, spaces, and ._-:/()#,@[]+=&;{(}!$*

Description - required info

’ My EPP Security Group

Inbound security groups rules

v Security group rule 1 (TCP, 443, 0.0.0.0/0, HTTPS)

Type Info Protocol info Port range info

’ HTTPS v l TCP 443

Source type Info Source Info Description - optional info
’ Custom v ‘ ‘ Q, Add CIDR, prefix list or securit) . ‘ HTTPS

v Security group rule 2 (TCP, 80, 0.0.0.0/0, HTTP)

Type Info Protocol info Port range info

’ HTTP v ‘ TCP 80

Source type Info Source Info Description - optional info
’ Custom v ‘ ‘ Q  Add CIDR, prefix list or securit) } ‘ HTTP

/\ Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X

security group rules to allow access from known IP addresses only.

Add security group rule

9
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9. Storage M2 HZO| o Qi&L|C

v Configure storage .« P
68

sp2 v  Rootvokme

@ Free cor dighle cumomarns can got up 1o 30 GB of EBS General Purpase (SSD) or Magnetic storage X

| Add new votume

O x File systems €an

10. Summary M40 A Launch Instance & 22 &tL|CH

11.

ro
[>
m
|>
>
A

v Summary

Number of instances info

1

Software Image (AMI)

Popmy o 0 TS i .. read more
s S e

Virtual server type (instance type)

t2.micro

Firewall (security group)

New security group

Storage (volumes)
1 volume(s) - 100 GiB

@ Free tier: In your first year includes 750 X
hours of t2.micro (or t3.micro in the
Regions in which t2.micro is unavailable)
instance usage on free tier AMIs per
month, 30 GiB of EBS storage, 2 million
10s, 1 GB of snapshots, and 100 GB of
bandwidth to the internet

= 7|CHEILICE - Status Checks @} Initializing O] I3 &= & ¢

pi

Hr
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© tewtatwerence . Instances (1/1) we G ][ commect | [ imwancestre v | [ acvons v | EEEEEEIIEE
A ' ]
tame = My, Epp Appliance | X Clear fiters
Name Instance (0 Instan Istancetyps v Stetus check Al st s Avallabioty Zene Public tPed ONS Pubtc irve i wwve
gy B My e Apliance O 02 mesum @ wetializng Noalams 4 el .-
Instance: - (My_Epp. ® X

Securlty | Metworking  Sterage | Swtuschecks  Menitoring  Tags

Om

v images w4 only) Answes privale resource DNS name

pppa— o . — 1o (A)

2.2.1. Elastic IP R 3}7

Z2

my!
ro
S
Sk
k>
Hu
ofm
r>=
ot
N

rir

O| EtAl= Endpoint Protector 22t0|HET} QIAHAS IYA|ZHSH
IshA ELRTHLICE Elastic IP (Static IP) §10|= MA|Zf & W{OIC 2R IPE T BHOFA Endpoint
Protector 22t0|HE = 1 [jOFCH A& X| [OfOF gLt

Elastic IP & 28st2{™ AWS 2| Z£2| Network & Security, Elastic IPs 2 0|5 2 Allocate

New Address & 22!8fL|C}.

?Wf’ Services

%@ Resource Groups & Tag Editor B3 1AM

EC2 Elastic IP addresses Allocate Elastic IP address

Allocate Elastic IP address .«

Elastic IP address settings info

Network Border Group Info

Q us-east-1 X

Public IPv4 address pool
© Amazon's pool of IPv4 addresses

Learn more[#
Learn more[4

Global static IP addresses

AWS Global Accelerator can provide global static IP addresses that are announced worldwide using anycast from AWS edge locations. This
can help improve the availability and latency for your user traffic by using the Amazon global network. Learn mnr:E

Create accelerator [

Tags - optional
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

No tags associated with the resource.

Add new tag

You can add up to 50 more tag

11
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1. Endpoint Protector /A& A0 Associate Elastic IP 2 L|C};

aws

£ servkms || Q

4 0 wvomc TN

@ Resource Groups & Tag Editor 8§ 1AM

© Elastic IP address allocated successfully. Assoclate this Elastic IP address X

Elastic IP address 18.204.166.50

@ New EC2 Experience X

EC2 Dashboard

EC2 Global View Elastic IP addresses (1/1) Actions & } Allocate Elastic IP address

Events Q View details 1 ®

Release Elastic IP addresses

Tags
Public IPv4 address: 14 s s X | | Clear filters
Assoclate Elastic IP address

Limits
v Instances Name v Allocated IPv4 add... ¥ Type v Allocation ID v Assoclated
Update reverse DNS
Instances - . s Public IP b - —t - -

Instance Types
Launch Templates

5pot Requests

Savings Plans E =
Reserved Instances » 18.204.166.50
Dedicated Hosts
Summary Tags
Scheduled Instances
Capacity Reservations
v Images Summary
AMIs
Allocated IPv4 address Type Allocation ID Reverse DNS record
AMI Catalog
O 40 @ Public IP (D i S5 £
¥ Elastic Block Store
Association 1D Scope Assoclated Instance ID Private IP address
Volumes B @ vec - -
Snapshots
Network Interface ID Network Interface owner account ID Public DNS NAT Gateway ID
Lifecycle Manager _ ~ - -
¥ Network & Security Address pool Network Border Group
Security Groups @ Amazon P us-east-1

2. EELCHR SE0|A Endpoint Protector Instance 2| Private IP address, A1Ei5t 1

Associate S S &/gtL|C

ML 022 Yevwieon
=

B Sevenmee Grmaps & Tog Bk I u

mn2 Flnle ¥ adere e Anatiite ELie I* afdress

Associate Elastic IP address

CROO%0 TH VIRANCR OF PUWONS IEIRria0e T8 5900000 10 T £ R 1P akiess | 4 L

Elastic IP address: "H.N4 MRS

Moy lype
O Isstarce
Netaverk rnerface

A ¥ pou miso0ete e PUeSC 1P addotis L0 an e Dhat Aoy has an Dlaste 1P acdress accuind. s

Predoutdy ancned Faans P aadress will 30 Sse mad Set 538 20000 39 p3° NTOUT Lesm » o
imatarce
[ N = x (&4

Privace P addres
Q . x
Peasociation

Adaw ths Dt # addoem to 3¢ resnociated
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Endpoint Protector /2B A0 Elastic IP 7F O| K| HAEY}SLICE R 2 20| Endpoint Protector

QAAHA = AAE Elastic IP 2 T3 AYLICH

=

2.2.2. Secure your Instance

Security Groups =4 Ot2{0f Al AWS QIE{I|O[ AN 7ts0t ZE A E BE0M AAHAE

225 Ads YU

13
| Endpoint Protector | Cloud Services User Manual



3./Google Cloud/Platform

3.1. Endpoint Protector GCP O|O|X| 7|

Endpoint Protector £ Google Cloud Platform | 7|2 O|O|X|& AI2E = @i&LC}
O|O|X|E Hoefd ot @S FHESHA|Z| HEELICH

10l arg2 ZE0|M ALEXL O|0|X| Y= EQf H|=gtL|C}

3.2. O|O|X| CH22E

Endpoint Protector O|0|X|= EEA7t XMSot P38 SHM L22E &S 5= USLIC

o
2rof O|OIX| & ZhX|2 ACHH O] EhAl= AT 7| BHEfLICY.

3.3. HZl gt=7|

Google Cloud Platform Of Endpoint Protector O|0|X|& YHZESI7| I{A H 2l BHS0{0F gfL|C:

Ol
ot
h
g

8

1. Google Cloud Platform Console 0| Al Cloud Storage Browser page O|

bucket & 22!;

B3 Cloud Storage Browser i C REFRESH D HELPASSISTANT  SHOW INFO PRMEL
@ o = Filtar = ° L]
o O o=t Created Location type Location Detaut stocags class @ Lastmoates @ Putic e @ acoess comvot @ Prtecton @ u
0O  epommpromtssne 7 tarcand ~i
©  Sewng 0 wese LR |
O wotem wi
0O  eesae ~i
O  vosstotucks P wi
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. Storage - standard 2 E2|X| S2fA MEH

—

« Location — O|O|X| & K| MEH

—

Google Cloud Platform & Q Search Produ
B3 Cloud Storage & Create a bucket e ASSSTANT <1
@ Bowe
© Name your bucket Good to know

8 Monttoring Prck o globally unique. permanent name tiaing uideco B Location pricing
& o torag e vy depending cnthe sorsg las of yur daa nd lcaton

endpomtprotectorbucset test of yous buchet £ricing dets

Current confiquration Multtegron | Standwd
 LABELS (OPTIONAL

e e
ONTIUE

ESTIMATE YOUR MONTHLY COBT
* Choose where to store your data

Leeation v nites State:
Location typa:

* Choose a default storage class for your data

Detaut worage class Standa

* Choose how to control access to objects
11

* Choose how to protect object data

3. M&H 2H=0{ %! Bucket details I 0| X| 0| A{ Upload files 2 225t ©E &

Ha: &= O|0|X] 27|t HERR HZ0 U2t FR2E= R A0 222

Google Cloud Platform 3 669 Test +

B3 Cloud Storage € Bucket details CrerResn (B MELPASSISTANT B LEARN
LIS, endpointprotectorbucket-test

@ Montarng Location Slorsgeciass  Public sccess  Protection

G Setvege o 7 ' '

> endporproteciorbuchetiont ©
F fie 1D Show deleted data "
0O e e Comset o on o e - o - or ) o L Y
.
Your bucket is ready. Just add data.

" PRSP b cnomes Srimelyoaanpr o 7o
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3.4. 72 H O|O[X] =F0M O[0|X| 7t 27|

Google Cloud Storage | Endpoint Protector O|0|X| & Y¥E2E o = HAH O|O|X| 5E2

7t LA|7| HHELICH

1. Google Cloud Platform 2Z2| Image H[O|X| 0| & ¥ Create image & 22/ 2L|C};

= Google Cloud Platform 2 £°P Test Q Search Products, rescurces, docs

ﬁ} Compute Engine
Vetval machnes
B Winstances

@ motwnce templates

PRTR———
a ° B sowseprecandmegn W

B Machne mages

i
i
i

Dwkuoe  Catesty Famoy Creaton tive

§Tw

§

B nstance groups

@ Hesmchecks

VM Manager

) 08 patch management

-
N
OD000O0O0O0OO0OO0OO0OO0OOCOO0OO0OOOOOOOO0O0

0000000 0QCOOCQCOOCQCOOOOQOOOOO

2. O|OX|E 27| fIohM oref ‘YEE LS Create S S LICE
+ Name - O|0|X| O| & =7}
+ Source - Cloud Storage file &t
+ Cloud Storage file — Endpoint Protector O|0|X| It HEE
+ Location — Multi-regional {1E#
«  Encryption — Google-managed encryption key 41 &4

a0l a8 FE C|23 o|o|x] 2710 et H 20| 288 5 AFLIL
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= Google Cloud Platform

{é} Compute Engine

Virtal machines -

PR Test v

€ Create animage

Mame *

@ Search Products, reso

@ | Yourro i crmst o usn o s g, 0P e i

eppmage
B vMinstances
@ instance lemplates. Source ™

Cloud Storage fis - @ |
a ‘Soke-tenant nodes.

Cloud Storage e *

B Machine mages B erdpomtarotector 600/ comaressed-mage- 8500 tar g2 @ seowse |
= TPus : h h
B Commited use discounts

Location @
Q. Mgrate for Compute Engi.

@ Mt regioral
Sorage ~ O Pegional
[+ Digks. Setect location.

eu (multiphe regions in Exropesn Union) -
B snapsnens
P Farmiy °|
nstance groups ~

& Instance groups.

B Hesthchecks

Labels
VM Manager ~
+ ADD LABEL
T 08 patch management

Encryption

@ Googlemanaged encryplion key

() Customer-manaqed encryption key (CMEX)

< CANCEL  EQUIVALENT COMMAND LINE =

3.5. Endpoint Protector VM QA E A GHS7|

Endpoint Protector O|0|X|+&= Google Cloud Platform O|0|X| S Z0f| Al AFSH Z 0| VM(Virtual

HAS BSLIC

Machine) 214
1. Google Cloud Platform Console O A{ VM Instances H|O|X| O| & = Create instance £

EE Y

Google Cloud Platform

&

3 EPP et v

Q Search Products, resources, docs (/)

Compute Engine VM instances Dcreatemstance | & MPORTVM  CREFRESH B START/RESUME  mSTOP ) ®© & OPERATIONS [ HELP ASSISTANT  SHOW INFOPANEL ) LEARN
Vitual maches A
INSTANCES INSTANCE SCHEDULE
B e
VM nstances ace highly confiqurabie virtual machines for running worklosds on Gaogie
a e - Infrastructure Lear - o ?‘ - N
B Sowetenant nodes
= Fiter "
Machoa images
L B O s ame 4 Zome (O Extomat Conmect
B TP 0o o endpomtprotector- 5400 neo) . H
0O o endpointprotectors2e7 nico 3518775199 (k0] ssH H
B Committed use discounts
0o o endporpeotectons209 " neo s 3
Q  Migrate for Compuse Eng. o o endpontsotectorssoo o ) H
P N o o endpontorotectors400-1 w0 " H
0O e *op5500 0. 341184892 (D) SSH -
0 o
Related actions 0
snapshots v sHow
B image
wstance groues A
& nstance groups
@ Heatn checks
VM Manager -
Y 0 patch management
®
=
| =

2. Boot disk MMM EE C|AT 7Y A|ZS /S Change 2 Custom Images

- T
oA otef HEE YL
+ Image - 7t O|D|X| {1EH

A1 EH

[ B |

« Boot disk type - Standard persistent disk

- Size - ™ 22 Endpoint Protector O|O|X|£Ct &f A F7}
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FE 023 4 &2lS ?I5HA Select 2

=

ST W TV O AR N W § OO0 DR O MEAC WA ) B L e
W W 0NN AT LA NSO 1 YV B @ et

LR R LT N AT AN Ll s e XV Do

oW o hom

LA WOLIET s O

IR i
e
o e i -

oot e e
B ikl - -

WV DOV ANNCES TDTTLRL X6

3. Firewall MM0| A Allow HTTP traffic 2} Allow HTTPS traffic A& & Create = 2!/&L|LC}.

Google

& Create an instance

To create a VM instance, select one of the options:

New VM instance
Create a single VM instance from scratch

2] New VM instance from template
Craate a single VM instance from an existing
template

[E New VM instance from machine image
Create a single VM Instance from an existing
machine Image

W Marketplace

Deploy a ready-10-go sohution oMo & VM instance

Boot disk @

l Name endpointprotector-ym
Type New standard persistent disk
Size 10068
Image endpointprotectorsS00

CHANGE
Identity and APl access @
Service accounts @

Service account

Compute Engine default service account -

Feouies the Service Accoont User
Who want 10 access Vis with this serv

W/ SOVCRACCOUTISHN) 19 De et for users
ccount Leam more

Access scopes @

@ Allow default access

O Allow full access to all Cloud APis

O Set access for each AP

Firewall @

A0 1303 #N0 Tirewdll 1uiet 10 BBOW SPECIC NEtwOrk NIMC HOm e INternst
B Alow HTTP waffic
[ Allow HTTPS traffic

v , DISKS, SECURITY, SOLE-

Your free trial credit will be used for this VM instance GCP Free Tier

EQUIVALENT COMMAND LINE  ~

HELP ASSISTANT

Monthly estimate
$28.46
That's about $0.04 hourly

Pay for what you use: No upfront costs and per second biling

Rem Monthty estimate
2vCPU + 4 08 memory $2446
100 GB standard persistent $400
dink

Sustained use discount $0.00
Total $28 46

Compute Engine pricing
A LESS
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3.6. Request a Static IP

Static IP & 2H|{OF QAAAEA IYA|ZH Z 20| Endpoint Protector 2EI0|AUETL Z2 IP FTAE

m
>

= MAIR 2 MotCt M22 1P =4

i
o
il
s

mjo
]

Static IP (Elastic IP) @S ™ QIAH
Endpoint Protector 22t0|HEE IH A X|s}jOF tL|Ct.

Static IP & Q8352 ™ IP addresses 0|5 Z External IP addresses TS MEHSHL|C},

Google Cloud Platform 3 £PPTest « Q Search

I3 vecnetwork 1P addresses ATIC 200 oW INFO PANE
B VPCretwors i
F = Fiter e m
P 0O e ® somers Access type. Begn e 4 o wuseby bt s VP et rortmins Lot @ [

o - endpontprotecir 1307
B Frowss e

" « epe3800 atan detut RESERVE

C

=

VPC ratwons peerng

DA Shased VP

3.7. L=tY 4 =7

2ot 72 0HE2{™ Google Cloud Platform 2&0A CHS THAE WEA| 7| HFEFL|CH:

1. Firewall H O|X| 0| F & default-allow-ssh & ME{SHL|CT

Google Cloud Platform 3+ EPPTest v Q Search Products, resources, docs (/)
n VPC network Firewall EICREATEFIREWALLRULE ~ C REFRESH T CONFIGUR '
& VPCretworks Firswail rules control incoming or outgeing traffic o an nstance. By default mcoming
traffic from outside your network is blocked. L
[5 IPaddresses
Note: App Engine firewalls are managed in the App ec
&  Bring your own IP
= Filter  Ente erty name e m
B Frewal o
[m Type Targets Finers Protocats / perts Action Priccity  Network Logs Htcount @ Lasthit @ Insights
X Routes
O  defauttalionhitp gress http-server default - -
4> VPC network peering O  defautaliow-https 2 Al default - -
D4 ‘Shared VPC O  defaut-alion-icmp B default i
O  default-aliowinternal ngress Apply to af P ranges 280 +op 065535 Allo s34 default - -
4 Serverless VPC access
4 Packetminoring O  defauraliowrdp ngress Apply to P ranges 00.0.0/0 wpa3es Allo 65534 defau - =
[0  default-aliowssh gress Apply ¢ P ranges: 0.0.00/0 52348 g 65535 default - -

2. Edit 22! = Protocols and ports A|40] Otz HEE &stL|Ct:
« Specified protocols and ports &t

« tep 22 M3 = 64848 2
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Google Cloud Platform 3+ EPP Test ~ | @ Ssearch Products, resources, docs (/)
u VPC network < Firewall rule details W DELETE
8 vrcaswods default-allow-ssh
o5 Fasdreazes Allow SSH from snywhers
@&  Bring your own IP F
BE  Firewall Logs
Turning on firswall logs can ganerat  numbar of logs which can increase costs in Cloud
2399 Laarn mare
Routes e
= O on
= WPC network peering O off
pd  SharedvFC Network
dedault
5 Serveress VPC sccess
Priority *
Wl Packe: mirroring [ 63534 CHECK PRIORITY OF OTHER FIREWALL RULES @
C can be 0- 63535
Direction
Ingress

Action on match

Allow
Targets

[ All instances in the network - ]
Source filter

{:nva ranges - @ ]
Source IPvd ranges *

[ 0.0.0.0/0 @) for example. 0.0.0.0/0.192.168.2.0/24 .J
- Second source filter

[ Hone - e

Protocols and ports @
) Aliow al

@) Specified protocols and ports

[ 64848

[ ude sl
() Other protocals
protocals, comma separated. +.9. ah. sctp

<1
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4. Azure

4.1. Endpoint Protector Azure VM 27|

Endpoint Protector = LEE 22 Azure Ot 20|20 AL S = S L|CE VM (Virtual
Machine)2 27| ?IiA = B X0 A HES Endpoint Protector VM 2 PtEE= £7 74H 0|

27| 2{sH
M 7|19 &¢2 HEE M5 2otof gL Ct.
Ao X[CHst wWEH ZHHO|LH0| Endpoint Protector VM & YZE & ZHQYL|CE O THAZL
OFR2 =M H2 7|5 CHA| A d5HA| 7] BEEFL O

4.2. 2E2|X| A & AHO[H 2=

O] g2 Azure 2| & CHE 2EZ|X| AE o AHO|HE 2= ZAdt HI=HCH
O|et HI=3HAl =H|7t &[0 AL of0] H& AH|O|H7F =0 X UCHH Cf
HFBfLICY.

dlo

THAE TASHA| 7]
Azure Endpoint Protector VM 2 22 2{H T& AEZ|X| A / HH 0| E 2HS0{0F S LIC}. Of2H
HHAE W=A|7] BRELICH

1. Azure portal €7|;
2. Storage accounts 0| & = +Create 22/;

3. Storage account Pt=2{H ofz2f EHE .

Subscription — Pay-As-You-Go &l

+ Resource group — AL 758t S F0|M 1582 MESHAL 2R OF HS7|
Storage account name - 2E2|X| A 0|2 F7}

+ Region - Endpoint Protector 2 22| 7t 71t ZAFH X

« Performance - Standard A5 MEH

Redundancy - Locally-redundant storage (LRS) 41EH

4. Review + create =2
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P search resources, services, and docs (G+/)

| Create a resource
A Home
EL) pashboard
i= All services

% FAVORITES
ill All resources
[#) Resource groups
@ App Services

& saL databases
% Azure Cosmos DB
K3 virtual machines

¥ Load balancers

Storage accounts
“> Virtual networks
B Azure Active Directory
(* Monitor
& advisor

Q) Microsoft Defender for
Cloud

a Help + support

(‘_. Cost Management + Billing

«

Home » Storage accounts

Create a storage account

Basics Advanced Networking Data protection Encryption Tags Review + create

Project details

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources,

Subseription * | Pay-As-You-Go |

Resource group * | (New) EndpointProtectorRG

Create new

Instance details
If you need to create a legacy storage account type, please click here,

Storage account name (T | ePPCosasys |

Region (O * | (Europe) West Europe v |

Parformance O * Standard: Recommended for most scenarios (general-purpose v2 account)
(©) Premium: Recommended for scenarios that require low latency.

Redundancy @ * I Locally-redundant storage (LRS) v

Previous

Container (anonymous read access for containers and blobs)&

[ o

t Create a resource
A& Home
Ell pashboard
= All services
* FAvORIES
B Al resources
[# Resource groups
@ app services
@ saL databases
L Aczure Cosmes DB
B virtual machines
&P Load balancers
= Storage accounts
3 Virtual networks
B Azure Active Directory
1 Mnitor
& agvisor

O Microsoft Defender for
Cloud

B welp + support

@ Cost Management + Billing

Storage accounts 0| &
Containers 0| &

ZH[o|Hof

-
o
T

MEA 2 AZES SR,

=

-

= +Container = 2!;

= "

AEZ|X| AF™I SUSH 0|22 X|™SID Public access level 0f CH3HA]

MeystLic

[ |

P Search (Ctri+,

T Upload

Open in Explorer >
= Overview Essentials
& activity log Performance Standard
® g Replication Locally-redundant storage (LRS)
& Disgnose snd solve problems Account kind StorageV2 (general purpose v2)
B Access Control lal) Provisioning state - Succeeded

5/11/2022, 10:23:51 AM

w

Data migration

Events

Moritoring  Capabilities (7 mmendations  Tuterisls  Developer Tooks

I Storage browser (prev w

Data storage

= Containers
& File shares _
~ Storage account key access Enabled
@ Quewes Blob public
Minimum TLS version
B Tables Blob soft dek

ture encry

Security + networking

B Networking

& Azure CDN

Access keys tenant replication g

@ Shared

signature Access for trusted Microsoft services ves

& Eencryption

int type Standard

O security

Data management

®  Geo-replication

@ Data protection
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7. BHEO{ Xl AHO|HE MEHSIT Shared access tokens £ = &!tL|CH
F8: AEE[X] A'ZO| ot HH 0| HHoM EZS BSUA=X| =lsof gL|CH

8. CoSoSys El0| O|OX|E SAtE = JYEE 5

Permissions S AI25}0{ SAS token & T+ 2tL|Cl;

<, " | Shared access tokens

7t &0 M Create, Write and Add

Search (Cmd+ )

T Overview

& Disgnose snd sove protlems

% Accens Control (AM)

Settings.

& Shared access tokens.
Access pokcy

11! Properties

© Metsdsta

A shared access signature (SAS) is 3 URI that grants restricted access 1o an Azure Storage container, Use 1t when you want 10 Grart access to Storage account resources for a specfic time range without sharing your storage account hey. Leam more about cresting an accourt

Sgrung method
®) Account key (O User delegation key
Signing key

Koyl v

Swored access policy

None v]
Premissions *
2 salected v

Start and expiry date/tme
Start

06/06/2022 &) nararam
(UTC+0200) Harare, Pretora v
Epey

o&/1172022 =][1n31am

(UTC+02.00) Harare, Pretora v

Atowed P addresses
for example, 168.1.5.65 of 160.1565-168.1

Asowed potocels

® HrTPsony () TIPS aed TP
Generate SAS token and URL

Blob SAS token

VR RSP P A S PSP TEET AN W SRr Ay LISERRS ALY LTRE SURE AL S g

Biob SAS URL
LT PR SRR AR TG TR ML ST AW ey

B e e e et ©

9. Blob SAS URL 2 S AStL CoSoSys O 2 & L|C}

&1 CoSoSys

=
—

2 E2|X[0f Endpoint Protector VM & S A}t 00| OFR2|2|H e =Lt
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4.3. C|A3 OHE 7]

Endpoint Protector VM & A|Z35}7| F0j| C|A32F VM & FHISHOF g LTt

CJA2E BhS2{T o) THAIS w2 A|7| BiLct

1. H|O|X| &= ACtO| All resources 0| S 3 +Create 2 = 2/&HL| L

p sl o b
« Home

+ Create a resource

A Home

B0 Dashboard

All resources ¢

£ Al services
Subscription == all Resource group == oll X Type == all X Location == all X 5 ada fimer
* savomrTES

No grouping

Bl AN resources
() Resource groups
Type 74 Resource group T4 Location T4 Subscription 1
@ App Services
@ saLdatabases
T Azure Cosmos DB
I virtual machines

< Load balancers

= Storage accounts
Central US

A5 Virtual networks
e Central US

» Azure Active Directory
- central US Pay-As-You-Ge

(% Monitor
arures Central US

& Advisor

©Q Microsoft Defender for
Cloud

& Help + support

@ cost Management + Billing

2. Ot 22 0|20 A Managed Disks & ZAAMetL|C}:

. IO

T EINAEA Fepvcs Create a resource

A Home
1 Dot} Get Started [ ]
= All services
* ravomsTes i e Popular Marketplace products See more in Mas
5 All resources Categories g Virtual machine n Windows Server 2019 Datacentes
) Resource groups S—— ! i
D app services Analytics Kubernetes Service Ubuntu Server 20,04 LTS
T zure Cosmos D2 Compute e Windows 10 Pro, version 20H2
I virtual machines Containers g Create | Docs | MS Leas n eate | Leam more
N Fress Function App Ubunty Server 18.04 LTS
= Storage accounts veloper Took Create | O s ok vt
4> Virtual networks
SQL Database Free 100

® Azure Active Directory dentity Crame | Gocs | G Las S e
@ monitor Integration

@ Advisor Intemet of Things 5‘?’]_‘3‘:“““"‘ eum ,(h,‘d Pv:y =y 5°

Q Microsoft Defender for IT & Management Tools ' &

cless Media 6 DevOps Starter StartStopV2
3 gAY Migagtion £y Semie bl Creste | Laam

€ Cost Management + illing

Mixed Reaiity

Single VM

Monitoring & Diagnostics

Networking | Azure CLI packaged by Bitnami

Security eate
Storage

3 PerIAMApp
Web "% Create|Leaamn
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3. Managed Disks O| & % Create & MEHTIL|CE

P Search resources, services, and docs (G+/)
b Home » All resources > Create a resource

1= Create a resource Managed Disks =

A Home Microsoft

E4) Dashboard

= Managed Disks © st ravone:
= All services

N Microsoft

s * 5.0 (1 Azure ratings)
528 All resources
: Plag
[*4) Resource groups
[Vanages oisss Z

@ App Services

@ sal databases

i lans 5 Infor + Suppo Reviews
R Anve Cosmar D6 Overview  Plan: Usage Information + Support evie

K virtual machines
Managed Disks is an abstraction of current Standard and Premium storage disk in Azure Storage. You only need to specify the type (Standard or Premium) and size of disk you

<> Load balancers need in your selected Azure region, and Azure will create and manage the Disk accordingly
= Storage accounts More products from Microsoft See Al
“ Virtual networks 3
B Azure Active Directory - \ L)
O i Active Directory Health AD Replication Status Device Update for loT Hub Front Door and CDN profiles
Check
@ Advisor Microsoft Micr Microsoft
© Microsoft Defender for Asure Sevice Aiice Service P
Cloud
Active

;".\' Help + support
€ Cost Management + Billing

Create Q Create Q@ Create Create \ ?

4. e[ L2325 WS o YEE L LCE

«  Subscription - Pay-As-You-Go &

M

iz(f

« Resource group — O|H0j| CtE 2|AA T
« Disk name - 2AE2|X| A 0| F7}

+ Region - Endpoint Protector 2 B3 k&= 7% 7HH2 ZAFEH2| 9K MEH

« Availability Zone

« Source type - Storage Blob &4

«  Source subscription - Pay-As-You-Go &

« Source blob - 2|0fA AZst 7|2t URL &S £ CoSoSys 0| A 22 URL ¢H
e OS type - select Linux

«  Security type — Standard A&t

« VM generation — Generation 1 41&4

+ Size - 128 GB MEH

5. Review + Create 22|7| = Successfully created disk HA|X|7} EA|E [L{7}X]

7|CFEILICY.
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Microsoft Azure P Search resources, services, and docs (G+/)

€ Home > All resources > Create a resource > Managed Disks
Creat H
T Cruste 2 resource Create a managed disk
ﬁ Home
Eil Dashboard Project details
= All services Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
- your resources.
H FAVORITES
— Subscription* (@ Pay-As-You-Go v
528 All resources
¢ <] Resource groups Resource group * (O EndpointProtectorRG v
Create new
@ App services
& saL databases Disk details
X7 Azure Cosmas DB Disk name * (@ eppdisk v
K virtual machines Region * © (Europe) West Europe v
< Load balancers Availability zone None ~
= Storage accounts
Source type © Storage blob v
“> Virtual networks
. Source subscription @ Pay-As-You-Go v
B Azure Active Directory
=) i Source blob* © https://west5207storage.blob.core windows.net/west5207storage/epp5207-25... v
.~} Monitar
Browse
& advisor
05 type @ (O None (data disk)
Q) Microsoft Defender for P —
Cloud (®) Linux

R O Windows

Help + support

¢ cost Management + Billing Security type O Standard i

Generation 1

O Generation 2

VM generation @

512 GiB
Standard HDD LRS
Change size

Next : Encryption >

Size *

Azure 0| M Endpoint Protector VM 2 THS2{H Of2ff EHAE 2 A|7| HEEFL|CE:

0

1. All resources HO|X| O|5 = MEA &t

rin

C|A3 ME{ = Create VM 22

il b Sel i S

@ eppdisk 2

+ Creste 3 resource

ﬁ Home
B Dashboard | 2 search ctri+p { Create snapshot [ Delete (O Refresh
= Al services 8 Overview A Essentials
) B Activity log i
B AN resources B Access control (AM) Unattached
() Resource groups @ tags West Europe Managed by
D app services T A
Settings 300ced0s-744¢-dcOe-8i2-dadbeacial3

@ sl databases

s/,

® Configuration 5435 AM

$ Azure Cosmos DB

performance
Q8 virtual machines

Tags (adlit) Glisk here 10 add 199;

ryption
<> Load batancers

b Networking
= Storage accounts ok o d fow metri

P oisk tiwon © Oisk must be attached to & VM to view metrics
5 virtual networks

I Properties
$ Azure Active Directory

B Locks

 Monitor Show data for last:

v Monitoring

.

W Metrics

o :‘l:"‘;”’" Oefender for Disk Bytes/sec (Throughput) s Disk Operations/sec (IOPS)
Automation

B Help + support
$4 Tasks (preview) ® "

@ Cost Management + Billing
¥ Export template

Support + troubleshoating

B New Support Request . p

5126Gi8

Standard HDD LRS

Liux
0
None

Standard

@ Disk QD (Queue Depth)
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2. VM2 =2 o §=EE YHLICh
Basics ®0{Af Of2ll LHE | S:

«  Subscription — Pay-As-You-Go &4

+ Resource group — C|A3 TS [ ALEEl 15 MEH

+  Virtual Machine Name - VM 0| & /&

+ Size - AFEE C|A3 IOl #E 2+ Attt 7bE 7Pt VM Z2 0
7|dto 2 {dE

R Search resources, services, and docs (G+/)

«

Home > eppdisk >

% Create a resource

ﬁ Home

Edl pashboard

Create a virtual machine

A Changing Basic options may reset selections you have made. Review all options prior to creating the virtual machine.

= All services

FAVORITES
g Basics  Disks Networking Management Advanced Tags  Review + create

Eii All resources
Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized

[*4) Resource groups image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization. Learn more '

@ App Services

& sQl databases Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
£ Azure Cosmos DB your resources,

B virtual machines

Subscription* © | Pay-As-You-Go ¥ ’
@ Load balancers
= Resource group * (O | EndpointProtectorRG % ’
== Storage accounts Create new

4> Virtual networks

Instance details
B Azure Active Directory

Virtual machine name * @ | EndpointProtector \/l
@ Monitor
& Advisor Region @ ‘ lest Europe ‘
© Microsoft Defender for Availability options © | No infrastructure redundancy required v |
Cloud

Security type @ 1 St

?2 Help + support

G Cost Management + Billing Image * @ | eppdisk - Gen1 v l
See all images | Configure VM ge
Azure Spot instance @ D
Size* @ | Standard_B2s - 2 vcpus, 4 GiB memory ($35.04/month) v
See all sizes

Networking Z0{| A Ot2H LHE X|3:

+  Public IP - Create new 22! = Basic SKU 2 Static Assignment 41EH
+ Select inbound ports — HTTP (80)2t HTTPS (443) =7}

Review + create =2 £ Create & L|C}.
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Create public 1P address

Crwts 4 wm e

A o

Create a virtual machine

Coe S N I

o
:

| Somme g Cwrerd Tt

v o e L L R I e P
R
e

e bt o -

s Cvem@

e

e

Ol e Dt e
S Lirw Acka Daty

[P
LT

0 o Cvwete o

13t
A ey - amon

€ oo vmmagemer o g

U PSPPI PP PSS —

ExTa e | R

3. H{EZ} ELHH 2Z9] Virtual Machines 0| & £ Endpoint Protector O|O|X|E MEABtL|CY;

P Sesech resources, senvces, 0d docs (Ge/)

+ Craate a resource
A Home

E&) Oashboard

= Aliservices
* avoas
H Avresources

#] Rescurce groups

@ app services

furope
@ S0t databases

Setting: ‘
S Anse Cosmos D8 f-4ce-B2a-Sa3tbac34l

2 Network
8 Vi machioes B -

& Conens -
© oad batwcans
2k ® i Propernes Recommend: Tutoria
= storage sccounts

L
“ Virtual networks 8 Virtusl machine
» Aznre Actwe Directory e
%) Monitor

04

® aowsor

© Microsoft Defender for
Closd

B el « support

© ContManagement + siling

® oak

®  Availabity - seling
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5. Endpoint-Protector 2t0| A

Endpoint Protector is a Bring Your License (BYOL) Instance. This means that you are paying
Amazon (AWS) / Google (GCP) / Microsoft (Azure) for running the instance and then
importing the license previously purchased from CoSoSys or any Endpoint Protector Partner.

The price of the Endpoint Protector Licenses with AWS, GCP, or Azure is the same as
licensing the Endpoint Protector Virtual Appliance. To purchase a license please contact your
Endpoint Protector Representative or sales@cososys.com.
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Endpoint Protector Appliance does not communicate outside of your network except with
liveupdate.endpointprotector.com and cloud.endpointprotector.com.

Endpoint Protector does not contain malware software and does not send at any time any of
your private information (if Automatic Live Update Reporting is DISABLED).

Each Endpoint Protector Server has the default SSH Protocol (22) open for Support
Interventions and there is one (1) System Account enabled (epproot) protected with a
password. The SSH Service can be disabled at customers’ request.

Security safeguards, by their nature, are capable of circumvention. CoSoSys cannot, and
does not, guarantee that data or devices will not be accessed by unauthorized persons, and
CoSoSys disclaims any warranties to that effect to the fullest extent permitted by law.

© 2004 — 2022 CoSoSys Ltd.; Endpoint Protector, My Endpoint Protector, Endpoint Protector Basic
and EasyLock are trademarks of CoSoSys Ltd. All rights reserved. Windows and Azure are registered
trademarks of Microsoft Corporation. Macintosh, Mac OS X, and macOS are trademarks of Apple
Corporation. AWS and Amazon Web Services are a trademark of Amazon. GCM and Google Cloud
Platform is a trademark of Google. All other names and trademarks are the property of their respective
owners.
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