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2. Windows H{ =

Intune & AHESHAM Windows & Endpoint Protector MSI IH7|X| £ H{ZSt2{ ™ Otz THAE MHEA|7|
HFEFL|CF:
1. Endpoint Protector 0| 219!;
2. AMAH” 3 SE0|UE AZEQOZ 0|5 £ Windows € Endpoint Protector MSI
j7|X| E CH2EE;

&) pastboard «B Client Software

. Device Control Endpoint Protector Client Installation

Content Aware Protection

The Endpoint Protector Client can be installed on

q eDiscovery

B Denyiists and Allowlists

. Enforced Encryption

O Offline Temporary Password

aad Reports and Analysis indows Sarver 2003/ 000202/ 20162019
\é\ Alerts

@ Directory Services

O Windows (32bit versi
Windows (64bit vers:

macOs - Version: 2.5.0.8

b3 Appliance

*l System Maintenance

Note: To install the client software, please provide the Endpoint Protector Server IP, Port and Department Code.

- Endpoint Protector Server 1P: 192.168.15.146
@ System Configuration
Endpoint Protector Server Port: 443
Client Softw
e Department Code: defdep

Client Software Upgrade
Client Uninstall

System Administrators
Administrators Groups X Download
System Departments
System Security
System Settings
System Licensing

(L) Preserve Server Settings on all download pages

ver Active Directory.
or - User Guide.

. System Parameters

@) suport

F2: .msii7|X[E =S 0 220 ZetE Y A0 L= LES AL -
EPPClientSetup.5.6.3.1_x86_64.msi
ﬁ EPPCIientSetup.5.6.3.1_x86_64_|[a=192.1 68.1 5.69]|msi
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3. Microsoft Endpoint Manager admin center 0|5 & Z19!;

4, YAZ

A

Home

® Apps | Overview

I kealch (Cmd+/) ]
o g 0 Microsoft Endpoint Manager recommends managing Microsoft 365 Apps with Current Channel. Learn more
Overview
B Allapps
‘ 2 A Essentials
Endpoint security & Monitor
:;] Tenant name MDM authority
By platform team365.onmicrosoft.com Microsoft Intune
... Users Tenant location Account status
3 oo
Groups
B ios/iPados
2} Tenant administration Installation status  App protection policy status
L' macOS S —
/< Troubleshooting + support
@ Android Top installation failures by devices Apps with installation failures
Policy Endpoint Protector Windows 0 o
-] App protection policies Endpoint Protector Windows 0 0
B8 App configuration policies Google Chrome Windows 0

®, 0S app provisioning profiles
L7 Smode supplemental policies
0 Policies for Office apps

[*] Policy sets

HO| U= Apps HFZ O0|= & Apps Overview H 0| X| 0| A{ Windows S Z MEH:

H 1 22| S 1 H O &: E |
5. Windows App 1 O|X|0j A{ Add 22! = Line of business app & & 12|11 Select
=a2].
=
« A
Homme: 2. pe Select app type
H . X 2 )
& Hooe Windows | Windows apps Creniz 3P
Ed) pashboard
— ~ App type
= Allservices £ search (Ctri+/) | < [[ine-of-business app
Devices "
Bl e # windows apps Filters applied: Platform, App ty
8 Apps — 1
‘ | £ search by name or publishh | ;0 a_of-business app
‘ Endpoint security fsine t Type
& i Endpoint Protector Winc  To add a custom or in-house app, upload the app's installation file. Make sure the file
& s extension matches the app's intended platform. Intune supports the following line-of-
Endpoint Protector win¢  business app platforms and extensions:
LR Google Chrome Wint * Android (APK)
* i0S (IPA)
&2 Tenant administration test Web ® macOs (.pkg, .intuneMac)
> 4 Troubleshooting + support * Windows (.msi, .appX. .app: dle, .msix, and .msixbundle)
Learn more

Validate your applications using Test Base for Microsoft 365

Test Rase is a cloud validation service that allows vou ta easilv anhoard vour annlications

‘ il
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6. Select app package file 22| & 2 2% ZMH0||A| Endpoint Protector MSI It MEH T2| 11

OK 2%

A Home

Edl pashboard

= All services

[ pevices

B Apps

‘ Endpoint security

E’.‘-] Reports

& Users

&2 Groups

&3} Tenant administration

K Troubleshooting + support

Home > Apps > Windows

Add App

Line-of-business app

o App information

Select file * ©

App package file X

App package file * ©
[ eppciientsetup.5.7.3.6 x86_64.msi” |

Name: Endpoint Protector
Platform: Windows

Size: 43.24 Mi8

MAM Enabled: No

Execution Context: Per-Machine

7. App information If|O|X|0f| A{ Of2f EEE X{<2 11 Nex

E=N=1p
= .

~*

«  Name — Endpoint Protector &7} % I§7|X| {2 MEH AtE (Endpoint Protector

5.7.3.6)

+ Description — Edit Description 22 = dX| A FAtg F7t

«  Publisher — CoSoSys Ltd. 7}

« Command-line argument — S| A E

ut A 0f Of2f HUE BHQl 7t

WSIP="EPP_server_IP" WSPORT="443" /g REBOOT=ReallySuppress

A Home

Edll Dashboard

= All services

9 pevices

EE Apps

.;. Endpoint security
Reports

... Users

&3 Groups

2 Tenant administration

X Troubleshooting + support

Home > Apps > Windows >

Add App

Windows MSI line-of-business app

o App information
Select file * @
Name* @

Description * @

Publisher * ®

App install context ©

EPPClientSetup.5.7.3.6_x86_64.msi

Endpoint Protector

Endpoint Protector

Edit Description

CoSoSys Lid.

@ T - )

Ignore app version @
Command-line arguments | WSIP="EPP_server_|P" WSPORT="443" /q REBOOT:ReaIIySuppressi I
7
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8. Assignments Ij|O| X| Requirement 440 A Endpoint Protector 22t0|HEE HjzZ g

182 M 2 Next 28

« Home > Apps > Windows >

Home
# Add App X
4] Dashboard Windows MS! line-of-business app
= All services
q Devices ° App information 0 Assignments
B Apps Required ©
i -
@ endpoint security Group mode Filter mode Filter Install Context
Reports
@ Included All devices None None Device context
& Users
+ Add group @ + Add all users ® + Add all devices ®
& Groups gowp

&% enant scminétration Available for enrolled devices

XK Troubleshooting + support

Group mode Group Filter mode Filter Install Context

@ Included All users None None Device context
+ Add group © + Add all 0]

Uninstall ©

9. Review + create I O|X|Of| A{ Create 22| - Endpoint Protector MSI package 2 Z = A|%

% Home > Apps > Windows >

ﬁ Home Add APP

B4l pashboard Windows MS! line-of-business app

i= All services
- App information Assignments Review + create
l] Devices o PP 0 9 °—

Apps Summary

‘ Endpoint security App information

e App package file EPPClientSetup.5.7.3.6_486_64.msi
& Users .
Name Endpoint Protector
&8 Groups Description Endpoint Protector
&} Tenant administration
X Troubleshooting + support
Publisher CoSoSys Ltd.
App install context Device
Ignore app version No
Command-line arguments WSIP="EPP_server_|P" WSPORT="443" /q REBOOT=ReallySuppress
Category -

A e A R A s B a2 Ara

Previous
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3. macOS H{ =

Intune & AFESH0 macOS € Endpoint Protector If 7| X| £ H{ 2

HHELIC:

ot7| fl8iM= o2l THAE MEA7]

1. Endpoint Protector 219I;

2. MR 3, E20|HE

ez,

Q) Dashboard
. Device Control

"__75 Content Aware Protection
=% cDiscovery

i Denylists and Allowdists
. Enforced Encryption

O Offline Temporary Password
'~ Reports and Analysis

é‘ Alerts

@ Directory Services

B Appliance

?i System Maintenance

{©) System Configuration

Chient Software

Chient Software Upgrade
Chient Uninstall

System Administrators
Administrators Groups
System Departments
System Security

System Settings

System Licensing

3. Endpoint Protector 22t0|1EE .intunemac LY = HEt -

CtES

2T EQO0Z 0|5 £ macOS € Endpoint Protector I 7| X|

1

«B Client Software

Endpoint Protector Client Installation

The Endpoint Protector Client can be installed on:

2003/2008/2012/2016/2019

Clients for Linux distributions are only available on request due to
different kemel and dependencies.
Submit Reques

(O Windows (32bit version) - Version: 5.6.3.1
(O Windows (64bi version) - Version: 5.6.3.

t for Endpoint Protector Client for Linux.

O macos - Version: 2.5.0.8

Note: To install the dient software, please provide the Endpoint Protector Server IP, Port and Department Code.
Endpoint Protector Server IP: 192.168.15.125
Endpoint Protector Server Port: 43

Department Code: defdep

[7) Preserve Server Settings on all download pages

L

Endpoint Protector Client for Windows c:
For more information, please refer to En

O ArMiet §2 A b

ro

At &: Microsoft Docs portal;

4. Microsoft Endpoint Manager admin center 0|5 & Z19I:

5. Z}% 00l M Apps 0|5 F Apps Overview H 0| X|0f A macOS platform A1 Et;
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6. macOS Apps H O|X|0]| A Add = &l

ﬁ Home

El) Dashboard
= All services
[3 Devices

‘ Endpoint security

S Home >

® Apps | Overview

O Search (Ctrl+/)

@ oOverview

§ Al apps

# Monitor
Reports

By platform
& Users

B Windows
&2 Groups

B ios/ipados
&2 Tenant admini

X Troubleshooting + support

e macOS l

Android

Policy

9 App protection policies
H ) App configuration policies
® iosapp provisioning profiles

E] s mode supplemental policies

0 Ppolicies for Office apps

2 Line of business app 7& A& 12|11 Select 2

@ Microsoft Endpoint Manager recommends managing Microsoft 365 Apps with Current Channel. Leamn more

A Essentials

Tenant name
team365.onmicrosoft.com

Tenant location

Europe 0601

Installation status  App protection policy status

Top installation failures by devices

Endpoint Protector
Endpoint Protector

Google Chrome

Windows 0 o
Windows 0 o

Windows 0

MDM authority
Microsoft Intune

Account status
Active

Apps with installation failures

=1p
1

7. &0 ?/X|3t Select app package file 22 = Endpoint Protector intunemac file

12|11 Upload & OK E&!;

ﬁ Home

[4 Dashboard

= All services

8 Devices

£ Apps

@ Endpoint security
5 Reports

&4 Users

&2 Groups

L3 Tenant administration

X Troubleshooting + support

Home > Apps > macOS

Add App

Line-of-business app

0 App information

Select file * Select app package file

Previous Next

App package file

A EH

—

App package file *

[ *EndpointProtectorClient pkg.intunemac”

Name: EndpointProtectorClient pkg
Platform: MacOS

Size: 52.16 MiB

MAM Enabled: No

=
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ol =

=
=2—=

8. App information H|O| X|0j| A{ Of2f

o
212

=i

-
S
- =.

Next =

« Name - Endpoint Protector Client 7}

« Description — Endpoint Protector Client =7}

+  Publisher — CoSoSys Ltd. 7}

Home > Apps > macOS
A Home Add App
£1) Dashboard mMacOS line-of-business apy
Al sorvices W App information

L#l Devices Select file *
B Apps Name *
& St i Description *
& Reports '
A Users Publisher *
&B Groups

3 Tenant administration

A Troubleshooting + support

EndpointProtectorClient pkg

[ Endpoint Protector Chient

Endpoint Protector Client

{ CoSoSys Ltd.

@ The minimum operating system for uploading a pig file is macOS 10.14, Upload a intunemac file to select an older minimum

operating system
Minimum operating system *
Ignore app version
Install as managed

Included apps * (

[[macos Mojave 10.14

\- No
@ o )

@ Review the included apps list to edit apps of remove anything that sn't an app. The app listed first is used as the primary spp in app
5 c

reporting. The app version can be the C

App bundle 1D (CFBundieldentifier)
com cososys eppclient

Enter bundle ID

Category

q or Loarn more about included apos
App version (CFBundleShortVersionString)
2508

| ‘ Enter app version

| 0 selected

I

Show this as a featured app in the
Company Portal

(-

9. Assignments 5| 0| X| 2| Required A4 0{| A Endpoint Protector 22t0|HEE HY

=3 = .
ME{ = Next 22;
i Home > Apps > macOS

ﬁ Home

£4) Dashboard

Add App

macOS line-of-business app

= All services

53 Devices @ Appinformation € Assignments
55 Apps Required O
Endpoint i
‘ RO Secutty Group mode Filter mode Filter
EE] Reports
G—) Included All devices None None
&4 Users
+ Add group @ + Add all users @ + Add (
4B Groups Lol 3
& Tenant admiistration Available for enrolled devices ©)
< Troubleshooting + support
Group mode Group Filter mode Filter
@ Included All users None None
+ Add group @ + Add all users ©

o
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10. Review + create I O| X|Of| A| Create = &!

S Home > Apps > macOS >

ﬁ Home A d d App
4] Dashboard macOS line-of-business app
= All services
3 Devices @ App information
i Apps Summary
‘ Frdpot seciery/ App information
L_L‘-Tl i App package file
& Users
Name
& Groups Description
A Tenant administration Publisher

. Minimum operating system
#< Troubleshooting + support )
Ignore app version
Install as managed
Included apps
Category

Show this as a featured app in the
Company Portal

Information URL
Privacy URL
Developer
Owner

° Assignments

Endpoint Protector I{ 7| X| 2= A|%}

0 Review + create

EndpointProtectorClient.pkg

Endpoint Protector Client
Endpoint Protector Client
CoSoSys Ltd.

macOS Mojave 10.14

Yes

No

com.cososys.eppclient 2.5.0.8

Yes

-
[=)

11. Z4= 70| ?/X[¢ Devices 2 0|5 =

Platform Script Type Assigned

The scripts you add will appear here. Add a script to get started.

. =3 L =0 o) =1
Hu: A3EEE= ST 27 SHA[7] HRELIC.
% Home > Devices > macOS
A oo = macOS | Shell scripts
El! Dashboard
= Al services [ £ search (cmd+/) | + Add
i Apps B macOs enroliment
‘ Endpoint security
macOS policies
[k Compliance policies
& Users E
[b Configuration profiles
&5 Groups
™ Shell scripts |
2 Tenant

@ Custom attributes
2 Troubleshooting + support

macOS MEH 12|11 Shell scripts ! Add £ 2!;

Last modified

12
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12. Add script T|O| X|Of A OF2f HEE &= £ Next S 2
« Name (Z2%) - A3 EE 0|2 7} (Post install script)

+ Description - 23 EE M F7}

N Home > Devices > macOS

1 toms Add script

£ Dashboard macOs

= All services

3 Devices © Basics

15 Apps Name * [ Postinstal script v]
‘ Endpoint security Description

5] Reports

&4 Users

&2 Groups

£ Tenant administration

X Troubleshooting + support

Previous Next

13. Script settings T 0i|A{ Of2f HE FIt £ Next S 2

o  ZHEEHO|A New Jamf Postinstall A3 ZE A== 3 MEH

+  Run script as sign-in user S No 273

Home > Devices > macOS

o Add script

£ Dashboard macOS

= All services

6 Devicns @ sasics @ Script settings

i Apps Upload script * (@ |[ epp_change_ip_epp.sh ]EI

‘ Endpoint security

G Reports Run script as signed-in user (O ( Yes No
X 7:

a4 Users Hide script notifications on devices (0 ‘ Not configured v
o
&3 Groups Script frequency ( [ very 15 minutes ™M
3 Tenant administration

Max number of times to retry if script \ Not configured v
A Troubleshooting + support fails
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14. Assignments B{0f| Al include groups (Add groups, all users, or all devices) & =

=2Z|.
Next = —l ;
& Home > Devices > macOS
Hot .

B touia Add script
£l Dashboard macOS
= All services
3 Devi @ Basic @ Script settings o Assignments Review + add
8 Apps Included groups
@ Endpoint security . Add groups S Add all users Add all devices
@ Reports Groups
& Users All devices Remove
&3 Groups

Excluded groups
2 Tenant administration
2 Troubleshooting + support @ When excluding groups. you cannot mix user and device groups across include and exclude. Click here to leam more

about excluding groups.
{ Add groups
Groups
No groups selected

15. Review + add H{0|A| AT E JHE

i

=
=

4
£Q
kJ
>
Q.
Q
m
Ju

o Home > Devices > macOS

Home 2
f Add script
E1) Dashboard macOS
| All services |
= A
Basics Script settings Assignments Review + add

il e @ Basis @ scriptsettings @ Assig (4]
1 Apps Summary
‘ Endpoint security Basics
ports
- i Name Post install script
.’. Users Description
2B Groups

Script settings
3} Tenant administration

Shell script epp_change_ip_epp.sh
X Trouble fting + suppoit Run script as signed-in user No

Hide script notifications on devices Not configured

Script frequency Every 15 minutes

Max number of times to retry if script fails  Not configured

Assignments

Included groups All devices
Excluded groups
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These instructions are provided on an “AS IS” basis. To the maximum extent permitted by
law, CoSoSys disclaims all liability, as well as any and all representations and warranties,
whether express or implied, as to the fitness for a particular purpose, title, non-infringement,
merchantability, interoperability, and performance in relation with these instructions.
Furthermore, CoSoSys makes no warranty and disclaims any and all liability with regards to
third-party software, which the Customer uses at its own risk and expense.

Nothing herein shall be deemed to constitute any warranty, representation, or commitment in
addition to those expressly provided in the terms and conditions that apply to the Customer’s
use of the CoSoSys Products.

Copyright © 2004 — 2022 CoSoSys SRL and its licensors. Endpoint Protector is a trademark of
CoSoSys SRL. All rights reserved. Macintosh, Mac OS X, macOS are trademarks of Apple
Corporation. All other names and trademarks are the property of their respective owners.
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