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1. Endpoint Protector 7t O Z2}0| ¢

Endpoint Protector 7t O{Z2t0|AA= CHE Z0Hut Ciot SHFOM A8 4 ASLICE Of2f

HOIE2 X @sts 7t &8, HTE, =2 20 552 ML

1.1. HO|&

Endpoint Protector 7t OfZ2t0|A A= O KO Ttyet AZEQOOME 52 = USL|CE

Ole 7tset €A HAH FHg S5 B F7HEe dEe= O "HOM #E =+
A& Lt
Environments
VMware Player
VMware Workstation 11.1.0 . ° .
Oracle VM VirtualBox 5.0.28 . .
VMware vSphere
(ESXi) 6.0.0 . .
VMware Fusion Professional 7.1.3 ° .
Hyper-V Manager Windows
Server 2016 10.0.14393.0 .
Parallels Desktop 11.1.3 .
Citrix XenCenter 6.2 .

B 7HE detM o2 A2 E[= X2 OVF (Open Virtualization Format) 2 LICE =8 7Hatst

AT EQ0Q} S3tr|7| W& LTt

?1el HO|E S50 U= 7t 2ZEQ0f0f FItot0] AgE ZO2 Eot of2fo 2ZEQo

Of M= X 2gLT.
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1. OVF and OVA
e VMware Workstation 11.1
« VMware Player 5.0 (or higher)
e VMware Fusion 7.1.2
e VMware ESXi 5.1 (or higher)
« Oracle VM VirtualBox
e Citrix XenCenter 6.2
2. VHD
» Microsoft Hyper-V 6.1.7601.17514
» Microsoft Hyper-V 6.3.9600.16384
3. PVM
« Parallels Desktop 10.2.1
4. XVA
e Citrix XenServer 5.5
« Citrix XenServer 6.0
5. VMX
e VMware Player 5.0 (or higher)
« VMware Workstation 9.0 (or higher)

<

. VMX 7t O F20| 1A & |4 VMware Workstation H{ T (v11.xx)2t Z|4l VMware Player
HE vixx)0lM 5225 - E L

O] H{7 2] VMware Workstation / VMware Player O Al 7t&t O E20|AA 7} &S| YN &=
Of2f THAIE W= A|7| HHE LT

1. zip It A=S 210 Y=0| 22 9X= 0|5,
=
=

"virtualHW.version" ZE ZAH.

7|2 HH (default = 11)2 MES HHTESZ LA

>

> won

VMware Workstation v9.xx &+ VMware Player v5.xx 0| VMX 74 O Z2t0]| ¢
T&H7|E |t virtualHW.version = "9" S 2 HE

VMware Workstation v10.xx EE= VMware Player v6.xx 0[A VMX 7}4&
O{E20|AAE F&SH7|E |SHH virtualHW.version = "10" 22 HE

5. HE UWE ME & "HAE HYY| B

6. Zh& O|O|X| ZHMR7|;

7. THS oA AE
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2.1. Oracle VM VirtualBox

Oracle VM VirtualBox AM&3t0] 721517 @[SiAM= Ofeff TtAE M= A|7| HHEL[CE:
1. COHREESH If7|X|E Unzip;

2. VirtualBox E€7|;

N¢ Oracle VM VirtualBox Manager = O X

Y PRI o CAR e

Welcome to VirtualBox!

The left part of application window contains global tools and lists all
virtual machines and virtual machine groups on your computer. You
can import, add and create new VMs using corresponding toolbar
buttons. You can popup a tools of currently selected element using
corresponding element button.

You can press the F1 key to get instant help, or visit
www.virtualbox.org for more information and latest news.
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3.

ﬂ Oracle VM VirtualBox Manager
File Machine Help

& Preferences.. Ctri+G
(R} Export Appliance... Ctrl+E
g New Cloud VM...

21| Virtual Media Manager... Ctrl+D
i+ Host Network Manager... Ctri+H
2, Network Operations Manager...

@) Check for Updates...

A Reset All Warnings

© Exit ctl+Q

File 0|5 = Import Appliance Et;

¢ AR G

Preferences  Import Export New  Add

Welcome to VirtualBox!

The left part of application window contains global tools and lists all
virtual machines and virtual machine groups on your computer. You
can import, add and create new VMs using corresponding toolbar
buttons. You can popup a tools of currently selected element using
corresponding element button.

You can press the F1 key to get instant help, or visit
wwwe.virtualbox.org for more information and latest news.

4.

= Import Virtual Appliance

Appliance to import

Please choose the source to import appliance from. This can be a local file system to import OVF archive or one of known cloud service providers to

import cloud VM from.
Source: \ucal File System

Appliance to import I O|X|0 A{ File icon 22 = 2=0| E2| OVF It

2 3o Mg,

Please choose a file to import the virtual

(OVF). To continue, select the file to import below.

ppli from. iBox currently supports importing appl saved in the Open Virtualization Format

File: |

| @

 EgetMode | | Ned | Concel
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= z.

5. Open =5;

o Please choose a virtual appliance file to import X

« v 1 « Endp.. *> Endpoint Protector 5.5.0.0 Virtual Applian.. v O S Search Endpoint Protector 5...

Organize * New folder E- m @

~ Name Date modified Type Size

s Quick access
Il Desktop
& Downloads
4 Documents
=] Pictures

W# Endpoint Protector 5.5.0.0 Virtual Applian.. 2/8/2022 3:11 PM Open Virtualizatio... 10

L T T

LinuxTesting
D Music
@ videos

& OneDrive

= This PC

ol e . . e >

File name: | Endpoint Protector 5.5.0.0 Virtual Appliance b | -Opmwmlalizaﬁon Format (*o ~ |

|Open||CanceI

6. Import 22!

? X
€ Import Virtual Appliance
Appliance settings
These are the virtual h C d in the appliance and the suggested settings of the imported VirtualBox machines. You can change many of the
properties shown by double-clicking on the items and disable others using the check boxes below.
Virtual System 1
% Name Endpoint Protector 5.5.0.0 Virtual Appliance
@ Description OVF000118046485500...
[ Guest 05 Type Ubuntu (64-bit)
@ cru 2
8 rav 4096 MB
] Floppy
! Network Adapter Intel PRO/1000 MT Desktop (82540EM)
g Network Adapter Intel PRO/1000 MT Desktop (82540EM)
O Storage Controller (IDE) PlIX4
0 Storage Controller (IDE)  PlIX4
v 0 Storage Controller (SCSI) LsiLogic
Q Virtual Disk Image Endpoint_Protector_5.5.0.0_Virtual_Appliance-disk1.vmdk
Base Folder C:\Users\Flaviu\VirtualBox VMs
(ial Primary Group /
Machine Base Folder: I . C:\Users\Flaviu\VirtualBox VMs VI
MAC Address Policy: [lhduds only NAT rk adapter MAC addresses ¥ |
Additional Options: [/] Import hard drives as VDI
Appliance is not signed

8
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7. T SEZF BAIED 7P 7] 7|Cr2| 7]

!f' Importing Appliance ... Importing appliance ‘C:\Users\Flaviu\Desktop\Endpoint-Protector...

Importing virtual disk image 'Endpoint_Protector_5.5.0.0_Virtual_Appliance-diskl.vmdk' ... (2/2)

31 seconds remaining

Ol 7he M4l2 AL =H|7F & A5 L EL

Endpoint Protector AF&AL O 7 €& EZSHA|7| HEELICH

!Tj Oracle VM VirtualBox Manager

File Machine Help

Jue New Settings Discard Start
B General
Name: Endpoint Protector 5.5.0.0

Virtual Appliance
Operating System: Ubuntu (64-bit)

il] System

Base Memory: 4096 MB

Processors: 2

Boot Order: Floppy, Optical, Hard Disk

Acceleration:  VT-x%/AMD-V, Nested Paging, PAE/
NX, KVM Paravirtualization

B pisplay

Video Memory: 16 MB

Graphics Controller: VBOXVGA
Remote Desktop Server: Disabled
Recording: Disabled

|2] storage

Controller: IDE
Controller: SCSI
SCSI Port 0:

9

2% X

;- Preview

Endpoint Protector
5.5.0.0 Virtual

Appliance

Endpoint_Protector_5.5.0.0_Virtual_Appliance-disk1.vdi (Normal, 320.00 GB)
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2.2. VMware vSphere

VMware vShpere 7-215t2{H Of2f THAIE W= A[7| HHEL|CF:
1. CF2EE I§7|X] Unzip;

2. vSphere A|%;

Fle Edt Veew bwentory Admisististon Plug-es Help
B B 0 rem s g ety 2 P dveniry
& e

T92168.0.129

A host 15 a computer that uses wiuaization software such
@5 ESX or ESXI, 10 run virtual machines. Hosts provide the
CPU and memory resources that wiual machines use and
give virtual machines access 10 sorage and network
connectivity

You can add a virtual machine 1o 3 host by creating a new
one or by deploying a virtual appkance

The easiest way 10 300 a virtual machine i 10 deploy a
virtual apphance A virtual appiance s a pre-bult virtual
machine with an operating system and software aiready
Installed. A new virtual machine wil need an operating
system nstalied on £, such as Windows or Linux

Basic Tasks

' Deploy from VA Marketplace

& Create a new virtual machine
Learn about vSphere
Manage mumple hosts ehminate downtime 103
BAINCE YOur GIICEnter wilh MAIbon ANd More

Evaluate vSphere

3. File 0|3 £ Deploy OVF Template 41&t;

e Bt Vew Twentory Adminatistion Plugies Help

What is a Host?

Ahost 15 a computer that uses viriuaization software. Such
a8 ESX or ESX. 10 run virtual machines. Hosts provioe the
CPU and memory resources that virtual machines use and
Qive virtual machines access 10 SIrage and network
connectity

You can 30 & vrtual machine 10 & host by Creating a new
One of by Gepoyng a viual applance

The casiest wary 10 200 2 viual machine i 10 Geploy &
Viual apptance A wiiual appRance 1S & pre-oult wiiua
machine win an operating system and software aready
nstated A new vitual machine wil need an operating

System instalied on £ Such as Windows of Linux

Basic Tasks
' Deploy from VA Marketplace

88 Crose 2 new vitua machine

Learn about vpnere

Tuliphe hosts ehmunste Ssamtme 030
BaMBNCE 10Ut Satacenter w MIcton 3 MOre

Evaluate vSphere
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4. Browse =22

Source
Select the source location.

Source

OVF Template Details
Name and Location
Disk Format

Ready to Complete

Deploy from a file or URL

_ﬂ Browse... I

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a

network share, or a CD/DVD drive.

< Back | Next > I

Cancel

5. @%0| 2 TFU0|A OVF THe M,

(%) Open

e e e

@Ov‘ o« Endp... » Endpoint Protector 4 Virtual ...

v | 45 ‘ ’ Search Endpoint Projctoré Vi.. O l

[OFy
1= Recent Places

4 Libraries
@ Documents
J’ Music
[&] Pictures
B# videos

1% Computer

&1
ca Work (E:)
a New Volume (F:)| |

a New Volume (I:)

Organize v New folder =~ A @
B Desktop *  Name ° Date modified Type
8 Downloads P = z = = -
‘ “# Endpoint Protector 4 Virtual Appliance 1/6/201211:27 AM  Open Virt

L R i

File name: Endpoint Protector 4 Virtual Applia ~ IOVF packages (*.ovf;*.ova)

2

[ Open

J |

Cancel ]
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6. Next 22!

Select the source location.

Source
OVF Template Details
Name and Location

Disk Format

Ready to Complete
Deploy from a file or URL
II:\AppHance\Endpoint Protector 4 Virtual Appliance\Endpoint L] Browse... I
Enter a URL to download and install the OVF package from the Internet, or
spedify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

Help <Back Next > Cancel

OVF Template Details
Verify OVF template details.
Source
OVF Template Details _ ;
Keariie and Location Product: Endpoint Protector 4 Virtual Appliance
Disk Format
Ready to Complete
(|
(|
\ Download size: 708.6 MB
[l
Size on disk: 1.5 GB (thin provisioned)
16.0 GB (thick provisioned)
L Description: CoSoSys Ltd. - 2011
Endpoint Protector 4 -V 4.0.4.0
support@endpointprotector.com
i
i
Help <Back I Next > I Cancel
12
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——

Name and Location
Specify a name and location for the deployed template

Source Name:

OVF Template Details dpoint Protector 4 Virtual Appliance

Name and Location

Disk Format The name can contain up to 80 characters and it must be unique within the inventory folder.

Ready to Complete

Help <Back | Next > I

Cancel

In which format do you want to store the virtual disks?

Source Datastore: datastore1
OVF Template Details

Name and Location

R Available space (GB): 66.0
Disk Format e )

Ready to Complete

" Thick Provision Lazy Zeroed
"~ Thick Provision Eager Zeroed
@ Thin Provision

<Back | Next > I Cancel

13
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10. AKX 22 E 2/l Finish &

Deploy OVF Tem)

Ready to Complete
Are these the options you want to use?

Source
OVF Template Details When you dick Finish, the deployment task will be started.
Disk Format QVFfile: I:\Appliance\Endpoint Protector 4 Virtual Appliance\Endpo...
Ready to Compl Dovinload size: 708.6 MB
Size ondisk: 1.5GB
| Name: Endpoint Protector 4 Virtual Appliance
| Host/Cluster: localhost.intern.cososys.com
[ Datastore: datastorel
(| Disk provisioning: Thin Provision
Network Mapping: "WVM Network"to "VM Network”"

¥ Power on after deployment

beb | <ok |[ Fosh | conce

14
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ez mj7|x| ¢

2. XenCenter A|Z}:

>= I
==

2.3. Citrix XenServer 5.6

7|:

1

.
€ XenCenter

File View Pool

Server

M

@ Back ~ Q Forward ~ @Add New Server @l New Pool =3 New Storage @, New VM @ Shut Down

Storage

Templates Tools Window Help

# No System Alerts

Show: 1 Server View

Al

5]‘

ﬁb Xenserver-ioan Logged in as: Local root account

=] ° XenCenter
BN, crcerver-ioa
[ XenAPP
[ CIFSISO library
(=] DVD drives
[ @ Local storage
| NFS Citrix 55

=] Removable storage

Console | Performance | Users

Memory | Storage | Network | NICs

xenserver-ioan Overview

Search | General

Search Options ¥

Name CPU Usage Used Memory 0 ?r;"":
=] Eb xenserver-ioan P C— .
Default install of XenServer 3% of 2 CPUs 19% of 2039 MB

XenAPP 8 8 r
XenQVF imported system,

[ AFSISO library 5 a z
CIFSISO Library [\\192.168.0.35\_iso]

1 NFS Citrix 55 9 e =
NFS SR [192.168.0.55:/media/CitrixRep]

File 0| S = Appliance Import Et;

[
) XenCenter

File | View Pool
Import...

Import Search...

Server

Vi Storage

Add

I Appliance Import...

Appliance Export...
Exit

-t

[ =4 DVD drives

| @ Local storage
! NFS Citrix 55

=4 Removable storage

b=l

Templates Tools Window Help

New Server @ New Pool ' =§ New Storage @ New VM @ Shut Down ' No System Alerts

2
Eb xenserver-ioan Logged in as: Local root account !

Console | Performance | Users

Memory | Storage | Network | NICs

xenserver- Overview

Search | General

Search Options ¥

Name CPU Usage Used Memory (avg ?:g
=] Eb xenserver- PR C— =
Default install of XenServer 3% of 2 CPUs 19% of 2039 MB

[ xenarp > > =
XenOVF imported system,
5 AFSISC library 2 z %
CIFSISO Library [\\192.168.0.35\_iso]
1 NFS Citrix 55 = z =
NFS SR [192.168.0.55:/media/CitrixRep]

< m
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-

4. OVF I} MEH = Next =2;

€ Xen OVF Appliance Import Wizard o o o o

Select an Appliance for Import.

’ XenCenter can import VMs from OVF Appliances into one of your Resource Pools orto a specific XenServer
Select Appliance

EULA

Home Server
Storage
Network Select Appliance: E:\Appliances\Endpoint Protector Server V100\Endpoirt Protector S | Browse...
Security

Advanced Options
Finish

Progress

CiTRIX'

This is *EXPERIMENTAL® code. Next > Fsh |

5. EULA 111 E9

ot
pd

ext =2/

6. 7k O{ZEto|eA ME;

° Xen OVF Appliance Import Wizard — e

Select target XenServers or Pools o

Each Appliance can contain multiple VMs. Select a target Server or Pool for each VM in the Appliance.

Select Appliance
EULA

Home Server ~wm Server
T E
Network

Security
Advanced Options
Finish

Progress

VM import targets:

=

CiTRIX

This is *“EXPERIMENTAL® code. <Previous | [ Net> || Fmsn | [ Cancel |

16
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7. 2E2|X| fIX| MEH;

€3 Xen OVF Appliance Im&mﬂ”'

e

=]

[} select target SRs

12

Select Appliance
EULA

Home Server
Storage

Network

Security
Advanced Options
Finish

Progress

CiTRIX

For each VM with storage requirements in the Appliance select a target SR.

Storage targets:

Server

VM

Disk Capacity

File name SR

» Endpoint Protect...

320.0GB

Endpoint Protect... [Locd storage, 330.0 GB Available |+

This is “EXPERIMENTAL® code.

8. HESRI U= (7I= 2 =Xl);

[<Brovious | [ Net>

° Xen OVF Appliance Import Wizard

@ Select Network to connect VM.

Endpoint Protector | Virtual and Hardware Appliance User Manuall

! For eachVM with networking requirements in the Appliance select a target Network.
Select Appliance T et .
EULA argets:
Home Server Network Name MAC Address Target Vitual Network
Storage 8 VMNetwork 00:00:00:00:00:00 | Pool-wide network associated with eth1 -
g‘et‘”;y’k Endpoirt Protect... | VMNetwork 00:00:00:00:00:00 | Pool-wide network associated with eth =
ecurl
Advanced Options
Finish
Progress
CiTRIX
o
This is “EXPERIMENTAL® code. [(<Previous | [ Net> ][ Fren |
17




9. EHQk5tHO|A Next 2E;
€3 Xen OVF Appliance Import Wizard
@ Select your import security settings 0
< Security settings allow you to validate the Appliance you are importing and to access the
Select Appliance encrypted content.
EULA
Home Server rify
Storage Verify the digital signature of the appliance is valid.
Network This option will activate only if the appliance has been digitally signed.
Security
Advanced Options
Finish
Progress
CiTRIX'
O
This is *EXPERIMENTAL* code. [ <Previous | [ MNet> ][ Fnsh |[ Cancel |
10. 25 S8 M Next 22

-
° Xen OVF Appliance Import Wizard

[} select advanced

{4

for the Appli import

Select Appliance
EULA

Home Server
Storage

Network

Security

Advanced Options
Finish

Progress

CiTRIX

Select Advanced options.

Run Operating System Fixups.

This option is used to fix the imported VM's operating system to boot propery on XenServer. This is commonly used when importing
Windows and Linux operating systems originating from a VMware product.

Instaled Fxup /SO wil be used.

This is *EXPERIMENTAL" code.

<Previous | [ Net> | [ Fmsh | [ Cancel |

18
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-
° Xen OVF Appliance Import Wizard

@ Import Progress

. XenCenter is now importing your Appliance. The progress of the import can be seen below.
Select Appliance i

EULA ¢
Home Server Import: Setting up transport mechanism for: Endpoint Protector Server V100.vmdk
:lt:t::g:k Processing: Endpoint Protector Server V100.ovf (Endpoint Protector Server V100)
Security

Advanced Options
Finish

Progress

CiTRIX

This is *EXPERIMENTAL® code. <Previous | [ New Frish | [L_Cancel ]

Of XIHOA 7ted B2 Al Z=H[7F gLt

Endpoint Protector Ar& A} Off 7 €S FZ5HA[7] HEEFLICE

19
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VMX ZBE AFE3}0] Endpoint Protector 7hef ({Z2t0|AAS Feidt= 012 40[ ASLICE

3.1. VMware AH| A[2510{ 112i5]7|

1. CH2EESHEndpoint Protector 7Hat O] E2t0|0{A THF | K| &= A = 718 H{AS
MN&ste 20| ot 2 0| 5;

2. VMware AMH & QIHGO|A €10 279,

(D) ¥Mware Infrastructure We. ..

C ® 127.0.0.1:8308/u/# bl §
&2 Google Translate ) Googles [l Endpoint Protector 20... \X/ Wikipeda £t Wolfram|alpha (] Other bookmarks

@ VYMware Infrastructure Web Access

Login Name: [ ]

Password: ]

20
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3. Add Virtual Machine to inventory 41E4;

YMware Infrastructure We...

C | ® 127.0.0.1:3308/ui/#
a Google Translate 3:' Googles . Endpoint Protector 20... \X/ Wikipedia # Wolfram|alpha

w A
("] Other bookmarks
Web Access (vlad@127.0.0.1)

administration | m B @

~

wi ¥YMware Infrastructur

Jirtual Appliance Marketplace | Log Out

Yirtual Machines

Create Virtual Machine
Add Virtual Machine to Invento

Events || Permissions |

[>

&l

] Commands

5 Create Virtual Machine

Add Wirtual Machine to Inventory
me Add Datastore
Configure Options

Edit Host Settings

Edit Virtual Machine Startup/Shut

e Virtual Maching

Power

{1l

n{tm) X2 Dual Core Processor BE-

- Cores :
b Refresh Network List
105.00 MHz
¥Mware Tips =
649 MB
O
sapacity | Free Space \ Locati
9.06 GB 358.62 GB DY v

Target |Status Triggered At

4, QIHIEZ|0| A Endpoint Protector 74 O{E2H0|AA &2

YMware Infrastructure We..

21
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C | ® 127.0.0.1:8308/ui/# w A
a Google Translate -;' Googles . Endpoint Protector 20... \X/ Wikipedia ﬂ' Wolfram|alpha (] Other bookmarks
Applic: & Add g al Ma e | Log Out
1 tory
Inventory Information
v E::;[ vladpc Name: Endpoint Protector R
v § standard Size: 2.435 KB |f—
# Endpoint Pr Modified: Dec 05, 2010, 4:14
Type: WM Config File (*.v| | nventory
Datastore:  standard
rtup/Shut
=
v
Task < i ] > ed At -
File Type: | Y™ Config (*.vmx) |v|
rall Il >




Of X|™OIM 7te il2 Al%f Z=H|7F ELC

Endpoint Protector AF&AL Of 7 &S FZSHAI7| HEELICH

3.2. VMware Player A23510{ ¥

—_
M

I=]
ne
o

0|5,

l

2. VMware Player €7|;

Welcome to VMware Player

Create a New Virtual Machine

Create a new virtual machine, which will then be
added to the top of your library.

Open a Virtual Machine

Open an existing virtual machine, which will then be
added to the top of your library.

Upgrade to VMware Workstation
Get advanced features such as snapshots,

record/freplay, teams, developer tool integration,
and more.

Help
View VMware Player's help contents.

3. Open a Virtual Machine A& = 2t3 8jix| st 2|X|Q] vMX It MEf 2|1 Open

= 1,

x|
Look in: I | Endpoint Protector Virtual Appliance ;I G l’ 5 |HE )

Name = |-| Date modified | +| Type |=lsize |~
g Egndpoint Protector Virtual Appli... 12/6/2010 7:31 AM VMware virtual machine configuration 3KB

Recent Places

=

Desktop

0

acer

A

Computer

A

Network

File name: I .:I

o |
Files of type: |VMware Configuration Files (*.vmx) Ll &I/
Z

22
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4. 7r¢ oalof 2l

.—"E-!I Endpoint Protector Virtual Appliance

HMIE2|0| A2 Play Virtual Machine 2 2/;

Endpoint Protector Virtual
Appliance

State: Powered Off
0S: Ubuntu 64-bit
Version: Workstation 6.5-7.x virtual machine
RAM: 1024 MB

E[g Play virtual machine

f Edit virtual machine settings

5. 7ty KOl SAERAALL O| SEIRY=X| 202 O|5ES M (HEZ0 Endpoint

Protector Bt Y= A2);

& — N
Endpoint Protector 4 Virtual Appliance 32b - VMware Player &

0 This virtual machine might have been moved or copied.

o In order to configure certain management and networking features,
VMware Player needs to know if this virtual machine was moved or
copied.

If you don't know, answer "I copied it".

 Tmovedit | Icopiedit || Cancel

O] X|HOlIM 7t A2 A|ZF FH|7¢ &Lt
Endpoint Protector AF& A} Off 7 &S T ZRSHA|Z| HEEHL|CE.
S 8: Endpoint Protector 7tef O{E2t0[A AT 15 Y If VMware Player & SX[SHA| Ot Al 2!

EESH VMware Player 7t 7+ Y W ZFEH MRS OX| OrYA| 2.
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3.3. VMware Workstation 2 AF26}0] F6i6}7|
1. B2 = E%H Endpoint Protector 7t O] 20| 20| xS E1 7hy A0 MY E
220 ot 0| 5;

2. VMWare Workstation €7|;

VM

File Edit View VM Team Windows Help

snve oGD DoEODED| &6

VMware Workstation

VMware Workstation allows multiple standard operating systems and their applications to
run with high performance in secure and transportable virtual machines. Each virtual
machine is equivalent to a PC with a unique network address and full complement of
hardware choices. i

!

*

Create a new virtual machine. Install and run a variety of standard
operating systems in the virtual machine.

=y

New Virtual
Machine Ll

Create a new team. Add several virtual machines and connect them

with private team LAN segments. |
New Team
G | X 3 : g
( w Browse for virtual machines or teams and select one to display in this
| u—‘ panel. Interact with the guest operating system within this display as
you would a standard PC.
Open Existing
VM or Team i

Organize v New folder =+ 0 @

¥ Favorites Name ° Date modified Type Size |
Bl Desktop | () Endpoint Protector Virtual Appliancevmyx  12/6/20108:38 AM  VMware virtual m... 3KB|
& Downloads

o2
=] Recent Places

m

4 Libraries
@ Documents
J’ Music

| [&5] Pictures

‘ B Videos

1% Computer
ﬁ Toan-Sys (C:)
a loan-Work (D:)
a loan-Media (E:)
< CDDrive(F)  ~

File name: Endpoint Protector Virtual Appliance.vmx v [VMware Workstation Files (*.vn v]

[ Open ] [ Cancel J
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4. 7td O{ 20| ALT} QHIEZ[O Y2 B Thy OfZEH0| AL HA 717(;

[ eraporm rorector vensn Aptance ~VHowre Warotr W = S|

File Edit View VM Tesm Windows Hep

Muse ol D@3aELICIEE B3

) tadpoint Protector Virtual .. »
Endpoint Protector Virtual Appliance .
State! Powered off
Guest OS: Lbunty 64-0it
Locasors D:\iophances Endpont Protector VWiued Applance, ymx
Versors Workstaton 6,5-7.x vrtusl machne
 Commands || Devices | | Optioms

b Pomer on tha vt sadane @ Menecy WMME
ml Lot wisa machne s=tngs ® Processors 1
dMard Dek {SCST) 8GR -
[0 Eroble acs features (What s ACE7) (%) coovo (oe) Using fie Fi\ubunt- 10, 04server-... || |=
Metwork Adapter  Bridged
W teswork Adaoter 2 Bridged
Blossiay Auto detect
hotes } 3
Tyne here 3 prder roles for e vl nadhre
&l ¥

5. 7te H4lo] SMEJUAL O|SEJEX 20 EH O|5EH S M= (IERAY Endpoint

Protector Bt Y= E2);

Endpoint Protector 4 Virtual Appliance 32b - VMware Player u

@ This virtual machine might have been moved or copied.

In order to configure certain management and networking features,
VMware Player needs to know if this virtual machine was moved or

copied.
If you don't know, answer "I copied it",

== Cee)

Of X|™OIM 7he Hil2 AlZf Z=H|7F ELC

Endpoint Protector AF&AL O 7 &S FZ=SHAI7| HFELICH
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4.1. Microsoft Hyper-V 2012 AF310{ L815}7]

1. CHR2 2 E3t Endpoint Protector 744 O{Z20[AHAA zip 7| X| &= E7I;

2. Hyper-V Manager A|%:

3. 7bd g ZtM 27| fIohM 25 2 &,

Hyper-¥ Manager

File Action ‘iew Help

e 2@ HE

| Actions

&35 Hyper-¥ Manager

5 wiN-202DR2 Virtual Machines

|wn2020R2 s

Name -

T — e
e C—————

b | oetore voupeon

This wiizard helps you import a setof
resolving

State CPU Usage Uptime Status
of
o
oft
off

Assigned Memery

Files. It guides you through
the vir wse on this computer.

Select Virtual Machine
Chaose Import: Type:

Susnmary

[ Do ot show this page again

Mew »
[ ImportVirtual Machine...
% Hyper-V Settings...
¥ Virtual Switch Manager...
&l Virtual SAN Manager...
A Edit Disk...
b Inspect Disk

~| | (@ Stop Service

7 Remove Server

(= 4 Refresh

Wiew 3
Help
RiEZEndeoint Rrotector d0 Ea D G
=3 Connect..

5 Settings...
© sor

S5 Checkpaint
22 Move..
&) Export...

=[ Rename...

et > Cancel

S Delete..
%9 Enable Replication...
Help

| Summany [Memory [ Networking [ Repicaion

3.1 O{E20| A0 B2t ThYO|

St

O —

Zr MEd

— 1y

3.2 Choose Import Type 40| A Copy the virtual machine (create a new unique ID)

2 M AEH.

— s
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Choose Import Type

Before You Begin Choose the type of import to perform:
Locate Folder () Register the virtual machine in-place (Use the existing unique 1D)
Select Virtual Machine () Restore the virtual machine (use the existing unique 10

(®) Copy the virtual machine (create a new unique ID)
Choose Destination

Choose Storage Folders

Summary

<Previous | | Net> | foch || Cancel

33. HERZ O{EHC AZE HESRR o2 E FAISH| 2I8HA Next, Next, 25 =

Finish;

» Connect Network

Before You Begin This page allows you to connect to virtual switches that are available on the destination computer,

Locate Folder . ) ) ; - ;
The following configuration errors were Found For virtual machine 'Endpoint Protector 4.4.0.8

Select Virtual Machine Virtual Appliance 64b YHD',
Choose Import Type 6 Could not find Ethernet switch 'New Virtual Switch',
Choose Destination

Chiooss Storage Folders Specify the virtual switch you want to use on computer "WIN-2012DR2",

Connect Network Connection: |Rea|tek PCle GBE Family Controller - Virtual Switch v

Connect Network

Surmary

< Previous || Mext = ] I Finish || Cancel
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4. 7t Al SE0| 22 7H H{AI0] LIEFE,;
5 MER 7H4 Al EXR S8 = Settings 1E4;

6. Z= HA0|M F 7io] EXStE HERI Of-H M7,

|Endpoint Protector 44.0.8Virtual ppli v| 4 b G

A Hardware |~ @ MNetwork Adapter
¥ Add Hardware
& B10S Specify the configuration of the network adapter or remove the network adapter,

Boot from CD Virtual switch:

W Temory INot connected
2048 MB

@ B Processor A
1 Virtual processor [] Enable virtual LAN identification

= DE Controller 2
B 1 ont o_ 0 The YLAN identifier specifies the virtual LAN that this virtual machine will use for all
# (& Hard Drive network communications through this network adapter,

Endpoint Protector 4.4.0.8...
£ IDE Controller 1 D]

SCSI Controller

Bandwidth Management
["] Enable bandwidth management

Specify how this network adapter utilizes network bandwidth. Both Minimum
Bandwidth and Maximum Bandwidth are measured in Megabits per second.

Mone Minimum bandwidth: E MRS
7 com2 s e N
Mone Maximum bandwidth: 0] mbps
Q Diskette Drive o To leave the minimum or maximum unrestricted, specify 0 as the value.
None

2 ﬂanagement To remove the network adapter from this virtual machine, click Remove.
\L] Mame

Endpoint Protector 4,4.0.8 Virt. ..

& Integratlon_ Services 0 Use a legacy network adapter instead of this network adapter to perform a
Some services offered network-based installation of the guest operating system or when integration

@j Checkpoint File Location services are not installed in the guest operating system.
C:\ProgramDataiMicrosoftiwin. ..

ke Smart Paging File Location
Ci\ProgramDataiMicrosoftiwin...

ﬁ) Automatic Start Action
Restart if previously running

8. Apply 28 - 7td Bl X5 7tHe1 40| =H|E.

Endpoint Protector AF&AL O 7 &S EZ=SHA|7| HEELICH
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Endpoint Protector (S 20| AL (74 & SEESRIO)= Y=t 2I0|ER[AER 443 1F 80 ZE

elEt2E EfEo| & LCH Of2i E &= SHA|7] BHELICE:

Endpoint Protector A 3 S2t0|AE S4l: 443
+  Mobile Device Management 22 E (cloud.endpointprotector.com): 443
e Live Update (liveupdate.endpointprotector.com): 80 & 443

Endpoint Protector {Z2I0|AAE MZ FE U Of2 THAIZE W= A|7| HHE L Ch:

1. End User License Agreement S 211 Continue A &f;

Endpoint Protector Appliance

COS0SYS LIMITED AND/OR ITS AFFILIATES ("COSOSYS") IS WILLING TO LICENSE TH

"Authorized users' means Your employees or contractors who are authorized
"Content Updates" means content used by certain CoSoSys products which is
"CoSoSys Software'" means the Licensed Software and the Legacy Licensed Sof
"Documentation' means the user documentation CoSoSys provides with the CoS
"Effective Date' means the start date of the Subscription Term as specifie

(+) 3% 1

B =& =@ gl ~ @ right ctrl
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2. Accept MEH;

Pa

The Virtual Machine reports that the guest OS does not support mouse pointer integration in the current video (%))

Endpoint Protector Appliance

Do you accept the terms
of the license agreement?

< Quit >

) = |E@G] - @ right ctri

3. Networking &t

Pa
CoSoSys Ltd. - Endpoint Protector Appliance .
Your current appliance IP is 192.168.0.201
FPlease access your appliance through this address
https:y\\192.168.0.201 from your web-browser
After accessing the appliance interface through your web-browser
you will see a certificate error. Please ignore it.

Your current setup IP is 111.33.33.111

Please select option [1 - 5] or press <Exit> to reload this menu

Networking

System Backup

EnablesDisable SSH Serwver

Reboot

$(+) 80%

RS aN] |

< Exit >

o S 8] @rightcyl
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o S o
4. 73 LEE ALEE = US.

58 HEY3A WS +5 PYS AT

Endpoint Protector Appliance - Networking

IP Address i 192.168.0.201
Netmask : 255.255.255.0
Default Gateway : 192.168.1.1
Name Server(s) : 192.168.0.1

Interface configuration method: Static IP

HCP Configure Network automatically
Static IP Configure Network manually (recommended)

< Back >

= =F | B @ 8]~ @ right cti

9

51. & T8 (BH IP AL8)

1. HESA =3 Configure H1E (HZ),

Endpoint Protector Appliance - Networking

IP Address : 192.168.0.201
Netmask : 255.255.255.0
Default Gateway : 192.168.1.1
Name Server(s) : 192.168.0.1

Interface configuration method: Static IP

DHCP Configure Network automaticall
tatic ) 2 Network manually

< Back >

QL@ D@ @retcy
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2. IPFA 8 7|2 AHOIEQO] MH (0: IP FAE 192.168.7.94 2 A O|EQ0|=

192.168.7.1 2 AX):

Endpoint Protector Appliance - Networking

Details

IP Adress . 194
Netmask - iy Y e b AL
Default Gateway : 168.7.1

Name Server 152, 168.0. 1
Name Server

<Apply> <Back >

@ B@g) © @®riontcr

3. Tab 7| £ &;

ﬂ Endpoint Protector 5.5.0.0 Virtual Appliance [Running] - Oracle VM VirtualB.. — O X

File Machine View Input Devices Help

Endpoint Protector Appliance - Networking

Details

IP Adress .168.7.94
Netmask HI" 55 . 255.255.0
pefault Gateway : .168.7.1
Name Server 3 .168.0.1
Name Server

@ of =@l #reo
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4. Apply MEH — 7h&t O{Z 20| L= O|H| FEE IP FAE A ZFS LT (O https://

Endpoint Protector Appliance - Networking

IP Address : 192.168.1.8
Netmask SRt e T I P Of
Default Gateway : 192.168.1.1
Name Server(s) : 192.168.0.1

Interface configuration method: DHCP

Configure Network automatically
Static IFP Configure Network manually (recommended)

< Back >

@ ol ERO] C (#rgh o

5.2. Xt 48 (3H IP AL8)

ANSC2 HERA #98 M = Enter HLICL IP 242 AO|ERIO|= AH522
I E L

| il ~dooint Protector 5.5 tua ance [Running] - Oracle VM VirtualBo ]

Endpoint Protector Appliance - Networking

IP Address : 192.168.0.201
Netmask el ol e o)
Default Gateway : 192.168.1.1
Name Server(s) : 192.168.0.1

Interface configuration method: Static IP

| HCP Configure Network automatically
Static IP Configure Network manually (recommended)

< Back >

B e =W 8] @ rightcel
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6. Endpoint Protector /8

Endpoint Protector &7 OFEALOIA HA |p 2 2T 20| HEKIZ 0fEF240|AAZ SHE
AELICE Endpoint Protector AtEAL QIHIO|AE HTTPS FAE HIY = JUELCH (Of:

https://192.168.0.201).

1

6.1. Endpoint Protector 219!

Endpoint Protector & OFEIALO] o|El ALEX O|F 3 P2 & YHYLICH

7| Endpoint Protector A8& root & ALE®LILCY.

ENDPOINT
PROTECTOR

Data Loss Prevention
are Protection | Device Control | Enforced Enaryption | eDiscovery

6.2. 78 OHEAL

Endpoint Protector Td= OFF2|5H7| ?loiM €& S2% 7= 27383 7|2 OiA Mo & (HA|
278)0] o2l THAOf et Folx[ofoF B L Lt
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Dashboard

Device Control

Cont

eDiscovery

Denylists and Allowlists
Please finalize the configuration by defining the essential seltings and default device control policies (Global Setiings and Global Rights)

forced Encryptio
Enforced Encryption Zome

Offiine Temporar
Please select your timezone Ewope v Berlin ~

et skip this step now - remind me later

Alerts
Diractory S

ppliance
System Maintenance
system Co ation
System Parameters

Support

Endpoint Protector 2| %t 7|52 F=AH7| fIHM @FELIC Mot M2

U Fo BAIRF AN, T2 MY N S2 HeFLC

[ =

Dashboard

Device Control

Department Usage
[ content Aware Protection () Restrictive - Allow Only Chients with Department Code
@ Permissive - Allow Chents aiso without Department Code
DiSCOVe i
=0 cDiscovery
Defaul Department defdep
Denylists and Allowlists
Endpoint Protector Rights Functionality

Enforced Encryption T e

() Use user rights
Offline Temporary Password

BEBra@n

#® Use both
Reports and Analysis Priority: () User rights @) Computer nghts
Alorts Smart Groups
OWactory Sarvices Enable Smart Grougs: oo
Enable Default Group for Comp @
) Appliance Enable Default Group for Users: @
%1 System Maintenance Client Update Mechanism
&) system configuration Enable Chent Update V2 (m]
s Use custom hostname: (o)
Chent Software Upgrade Use custom port 3 @
Custom Settings
Show VID, PID and Serial Number for Offine Temporary Password: [
Show MAC Address For Offine Temporary Password: (m]
Shaw User Domain (]
MAC Address Priority: ]

% Show Universal Offline Temporary Password only to Super Admins: (]
System Parameters

Log Settings

Support

Z7HX O &2 Endpoint Protector M2 1A 7+24 mbQ =& 9l A2 & 20 262 =M 3} L= H[ZA 3}
Jdeln dYE 239 712 o E+E FdY 5 ASLICL

Zl=ez H¥E 270 oo YL AUD TH HEHNIE M HHz HEeL L
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ashboard

Device Control
Currently the system Is using both computer and user settings, computer settings have priority.

Endpoint Protector Client .
Cllant Made: Normal - @ Hatiier language: Engish -0
Policy Refresh interval (sec) L [:] Log Size {MB): 512 L]
Log Tnterval (min): 30 (] Shadow Size (MB): 512 (1]
Content
Shadow Interval (min): 0 [] Min File Size for Shadowing (KB): 0 L]
eDiscovery
Recovery Folder Retention Periad (days): [] Max File Size for Shadoving (KE): s12 [1]
senylists and Allowlists
Devices Recovery Folder Max Size (MB) 5000 [:]
nforced Encryption
Offine Tomporary Passward Custom Clent Nobfications [® o ] User wited iformatin @ o )
Reports and An Mandatory OTP Justfication (@ o | Optical Character Recognition: [® o ]
Alerts Extended Source Code Detection: (@ oFr ] Limit Reporting: [® o ]

Directory Ser

Deep Packet Inspection: (X [ER

pplal
rem Maintenance
Disable Bluetooth File Transfer (@ o ]

ystem Configuration

tem Parameters User Remediation Pop-up: (@ o | Hotifcations Pag-up: x»

Support

6.4. Default Device Control Rights

Endpoint Protector = 7|22 2 OiX| H0f 252 AFdiA USB HA|, F=H ZEJ} TH Jotez
02| #EE0 UAELICE olZist +d2 0| AMEX| BZO| Jhsstn o HASHAH H8Y =+

A HECH (ZX], AFE, ALEAL O8).

Dashboard
Device Control Device Types ~
Dashboard
Devices
\J These ar ice tyy in general,
o hese ara the device type rights that apgly in general,
Users
Groups Unknown Device Allow Access v Serial ATA Controller Allow Access v
Global Rights
Global Settings USB Storage Device Allow Access v ViF Allow Access v
File Allowlist Internal CO or DVD RW Allow Access v Bluetooth v Allow Access v
Custom Classes
Internal Card Reader Allow Access v FireWire Bus Allow Access v
Content Aware Protection Intemal Floppy Orive Allow Access v Senal Port Miow Access v
S Local Printers Alow Access v PCHCIA Device Allow Access v
Network Printers Allow Access v Card Reader Device (TD) Allow Accese v
Windows Portable Device (Media Transfer Protocol) Allow Access v Card Reader Device (SCSI) Allow Access v
Enforced Encryption Dighal Camera Alow Access v ZIP Drve Allow Access v
BlackSerry Alow Access v Teensy Board Allow Access v
Offiine Temporary Password
Mobile Phones (Sony Encseon, etc.) Allow Access v Thunderbolt Allow Access v
Reports and Analysis
it Asor SmartPhone (USB Sync) Allow Access v Netwrork Share Allow Access v
Alorts SmartPhone (Windows CE) Alow Access v Infrared Dongle Allow Access v
SmartPhone (Symbian) Allow Access v Parallel Port (LPT) Allow Access v
pctory Services
Webcam Allow Access v Thin Cient Storage (RDP Storage) Allow Access v
§ Appliance iPhone Allow Access L 2 Addional Keyboard Allow Access v
Systm M iPad Allow Access v USB Modem Aliow Access v
iPod Allow Access v Android Smartohone (Media Transfer Protocol) Aliow Access v
System Configuration
Chip Cord Device Aliow Access v
System Parameters
Allow all devices | Block all devices
Support

6.5. Endpoint Protector 7t°d OFHAL LY 7|
2ol ttAE et Endpoint Protector A1t 70| 2R E|JELICH CHS BHAlE BT 2Rt

Windows, Mac, Linux ZfFE{0f| HiZ5l= A L|C},
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7. M| BE 3 FX| 25

Endpoint Protector MH Y& 8l RAE4 282 Ml 072 H| MH0A 7HsE Lt

7.1. A &

O] M2 Mol oIl SEHO] CHot EE EAIRLICL

—

W) Dashboard
Control
@ ! Swstem Fod[Over Status
ntent Aware Protection s el Over S niA
very Disk Space Info Disk Space
B enyists and ANowists Dick Space Syctem: 6.3G - 14% from 506 Please considar taking oo of the following acoons in System Maintenance tak f you have used up 95% of the
stonage resoutces avadable en the applance:
Desk Space EPP Server: . 1. Backup & Save old or unneeded logs by going to File Maintenance and selecting the suitable option.
Enforced Encryption pr——— . 2. Remve old or unnesdad logs by gaing to Fie Mantenance and selecting the tutable option.
Aternatively, o to System Configursbon » System Policies and:
Shadows on Disk: o .
Offine Temporary F SWOR 3. Desable or Change the granulanty of your poliaes. ACvating File Traang / Shadowing under Global Settings will
greathy #lect your Server performance. It s recommended to actvate file Tracng / Fle Shadosang for specific
Computers
4. Enable the Automatic Log Cleanup feature and Set the HDD Disk Space percentage at which the process wil begin
Database Disk Space occupied
Datsbase Desk Space sccupied m
Mumber of Logs in Datsbase °
Number of Fles Traced: °
Mumber of Fies shadoned °
System
o 11:20:07 up 14 oy, 2:42, O users, koad sverage: 1.58, 1.30, 0.91 - 1, 5 nd 15 minutes ag0
ystem Maintenance Urnox Cletribation: Ubuntu 18.04.6 LTS |
System Informaton Upcate: 2022-Jul-19 11:20:07

iguration

System Paramters

Support

7.2. MH FX|E=

TO| MMe Ty WEYD B, WPY E& B 17| SO 242 AJLCE
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Dashboard

Device Control

Time Zone
R Please select your timezane Ewope v Bern -
NTP Server pool.nto.or Example ! pool.ntp.oeg
How often to synchronize Once a week -
Denylists and Allowlists Currant cerver time 2022-07-19 11:31:36
Automatic NTP Synchronization Disabled () Enabled @
Enforced Encryption
Save Synchranize Time Rafrash Current Time
Offine Temporary Pas
1P Configuration
Reports and Analysis
1P Address: 192,168,15.125
Alerts Gataway 102,168,141
Metmask: 255.255.254.0
Directory S ] *Note: Modifying Network Configuration could stop communication between EPF Clients and Server.
Apphance DHS Configuration
: NS 11 192.168.0.1
NS 2:

*Mote: At least ane DNS should be configured, Endpoint Pratector Apgliance requires a functional DNS for sending e-mai alerts and for ive update mechanism.

Save

Client Registration Certificate

Enable custom certificate:
i

Save

Self Signing Certificate

/ Paste the certificate body into the following text box, Paste the certificate key into the following text bex,

7.3. Endpoint Protector 22t0|HE AX]|

Endpoint Protector 22I0|PE= HERI0 U= AFHO| HiZE[0{OF SL|CH B2t KoM HA

P FAE FISA O{E20|AANM Y OREEY = UESLCE (O http://192.168.0.201).

L o= 22| X7t ot

m
>
o

©
o,
)
3
o
(@]
o
D
Q
©)
inl
Ho
HU
[m
1=
mx
rlo
T
_|
_|
v
(V2]
%8
T
_|
_|
v
o
4n
il
ry
met
>
$0

Endpoint Protector Zt2[A7F LIERA0 U= HFREHO| SEH0[UES HIESIHE (X XMFO|

=
rlo
£
H

ZQ3BtLIC} Active Directory BE= Apple Remote Desktop 1t 22 &7 £ 4 g4 o=9

FHCk

Dashboard

Device Control Endpoint Protector Client Tnstallation

Samtent Mvacs Drotcion The Endpoint Protector Client can be instaled on:
eDiscovery

sts and Allowfists

macoS 12.0 (Monterey Debian
Enforced Encryption macOS 11.0 (Big Sur Ubuntu

Linux Mt

H

Offine Temporary P: z L

Fedora
Repits and fuatysis 008/2012/2016/2019 Mo<0S X 10.11 (€] Capian OpenSUSE

1M3c0S X 10.10 (Yosemite SUSE Enterprise

Alerts 1805 X
Mac0S X 10.8 (Mountain Lion)
Macos X 10.7 (Lo

9 (Mavericks)

Clients for Linux distributions are only available on request due to

Directory Services
@fferent kemel versions and dependencies.

7 Windows (32bit version) - Version: 5.75.6
) Windows (64bit version) - Version: 5.7.5.6 (O macOS - Version: 2.6.4.1 Submit Request for Endpoint Protector Client for Linux.

Appliance

System Maintenance
Nate: To install the client software, please provide the Endpoint Pratector Server IF, Port and Degartment Code.

System Configuration Endpoint Protector Server IP: 192.168.15.125
Endpoint Protector Server Port: 3
nt Software
z Department Code: defdep
fient Software Upgrade
Sent Uninstall (] Preserve Server Settings on all downlcad pages

System Administrators
Administrators Groups X Download
System Departments.

em Security

em Settings Endpoint Protector Client for Windows can be deployed over Active Directory.
System Licensing For more information, please refer to Endpoint Protector - User Guide.

System Parameters

) support
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7.4. Endpoint Protector Live Update

e

DTZNAE 502

Dashboard
General Dashboard

Sy tus TImportant Notice

Effective Rights .
= Endpoint Protector s required to connect now over HTTPS to Www.endpointprolector.com to receve information, 1f you do not agree with an Interet connection, you can choase nat to proceed.

Software Update
Content Aware Protection
Most recent check for updates: 18.3ul 2022 13:52:11
eDiscovery Updates were installed: 16 201 2022 13:45:21
Denylists and Allowdists Configure Live Update Chock Now Offine Paich Uploader
Enforced Encryption Available Updates
| Offine Temporary Password
' No updates available!
Reports and Analysis
View Appled Updates Apply all updates

Alerts

Directory Services

o Appliance

System Maintenance

System Configuration

System Parameters

@ Support
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Endpoint Protector Appliance does not communicate outside of your network except with
liveupdate.endpointprotector.com and cloud.endpointprotector.com.

Endpoint Protector does not contain malware software and does not send at any time any of
your private information (if Automatic Live Update Reporting is DISABLED).

Each Endpoint Protector Server has the default SSH Protocol (22) open for Support
Interventions and there is one (1) System Account enabled (epproot) protected with a
password. The SSH Service can be disabled at customers’ request.

Security safeguards, by their nature, are capable of circumvention. CoSoSys cannot, and
does not, guarantee that data or devices will not be accessed by unauthorized persons, and
CoSoSys disclaims any warranties to that effect to the fullest extent permitted by law.

© 2004 — 2022 CoSoSys Ltd.; Endpoint Protector, My Endpoint Protector, Endpoint Protector Basic
and EasyLock are trademarks of CoSoSys Ltd. All rights reserved. Windows is a registered
trademark of Microsoft Corporation. Macintosh and Mac OS X are trademarks of Apple Corporation.
All other names and trademarks are property of their respective owners.
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